
Ultimate Health & Safety (UHS) 
Quantification: Individual and Societal 
Risk Quantification for Use in National 

Construction Code (NCC) 

A report submitted to 

The Australian Building Codes Board 

Submitted by 

Brian Meacham 

Submitted on 

10 March 2016 

ATTACHMENT  A

4545



UHS – Risk Quantification Discussion Paper 

10 March 2016 2 Meacham 

Abstract 

The Australian Building Codes Board (ABCB) has taken the decision to investigate the use of 
historically tolerable levels of risk, to individuals and to society, as the basis for quantification of 
health and safety performance requirements in the National Construction Code (NCC). A review of 
various approaches to use quantified risk in regulations was conducted, and several approaches to 
quantifying target levels of individual risk and societal risk were considered. Based on this review, it 
is proposed that a regulatory benchmark be set such that the maximum contribution to risk to life, 
as related to all building features regulated by the NCC, be no more than 1% of the ‘background’ risk 
for new construction and no more than 10% of the ‘background’ risk for existing buildings. As used 
here, background risk is associated with both individual and societal risks, where for individual risks 
(i.e., health hazards, localized safety hazards), the benchmark is the historical age-based individual 
mortality risk as generally reflected in Australian Bureau of Statistics (ABS) data, and for societal risks 
(e.g., large area events – natural hazards, potential events associated with hazardous facilities), the 
benchmarks are historical F-N curves for these events. Rationale for recommending this approach, a 
roadmap and timeline for developing and implementing the approach, and benefits of such an 
approach to Australia, are outlined herein.  
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Executive Summary 

This report provides a high-level analysis of the potential for quantifying, agreeing and using 
individual and societal levels of risk as a basis for the quantification of health and safety performance 
requirements in the NCC.  

The first section provides background discussion on concepts of use of risk in regulations, individual 
and societal risk, and acceptable and tolerable risk. It illustrates why tolerable risk is a more practical 
metric than acceptable risk for use in regulation, and explains why aspects of individual risk and 
societal risk are important for consideration in quantifying performance in the NCC. 

Discussion is then provided on the fact that there is no such thing as ‘zero’ risk, and that the aim 
should be to establish target risk or safety goals, which reflect the risk to which society is exposed, 
and the extent to which those risks can be mitigated, in line with the values and resources of society. 

It is proposed that a regulatory benchmark be set such that the maximum contribution to risk to life, 
as related to all building features regulated by the NCC, be no more than 1% of the ‘background’ risk 
for new construction and no more than 10% of the ‘background’ risk for existing buildings. As used 
here, background risk is associated with both individual and societal risks, where for individual risks 
(i.e., health hazards, localized safety hazards), the benchmark is the historical age-based individual 
mortality risk as generally reflected in Australian Bureau of Statistics (ABS) data, and for societal risks 
(e.g., large area events – natural hazards, potential events associated with hazardous facilities), the 
benchmarks are historical F-N curves for these events. 

With respect to individual risk of death, it is proposed that a current representation of age-specific 
mortality rates, such as represented in the figure below from the Australian Bureau of Statistics 
(http://www.abs.gov.au/ausstats/abs@.nsf/0/8D107FC8CC704456CA257943000CEDA6?opendocum
ent), be used as the basis for benchmarking the background risk. 

The purpose of this is to baseline the current level of risk, by age group, across the Australian 
population. This baseline will be needed to assess in more detail the contribution to mortality from 
hazards associated with regulated areas of the NCC, and to properly calibrate for risk to life as 
associated with age (and potentially other vulnerabilities). 
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With respect to societal risks, the approach of no more than 1% (and 10%) of background risk will 
apply as well; however, location will play a role in the establishment of benchmark levels. For 
example, in order that all persons are exposed to no more than 1% (or 10%) of background risk from 
contributions of the built environment, buildings constructed in earthquake prone areas will be 
required to be ‘higher performing’ to maintain the maximum allowable risk level across a 
population. Similar is true for cyclones and other natural hazards, which are location specific. 

To advance this concept, several steps are required, including: 

• Establish as a regulatory benchmark that the maximum contribution to risk to life, as related to
all building features regulated by the NCC, be no more than 1% of ‘background’ risk for new
construction and no more than 10% of ‘background’ risk for existing buildings, where
‘background’ individual risk is reflected in the ABS age-specific mortality rate data, and
‘background’ societal risk is reflected in historical F-N data based on type of hazard.

• Specifically define NCC-regulated health and safety performance requirements of concern.

• Explore in more detail the age-specific mortality risk baseline and contribution from the built
environment, confirming baseline values and describing how 1% and 10% values are calculated.

• Explore in more detail the F-N curves for societal risks, benchmarking current risk levels, and
describing how 1% and 10% values are to be calculated.

• Establish the relative contribution of risk, from each regulated area, to the maximum (or, at a
minimum, establish a procedure for doing so, as this will be required to check designs)

• Develop guidance documents on use of approach for setting performance requirements.

• Develop guidance documents on use of approach for design.

• Develop guidance documents on use of approach for material / system performance
assessment.

• Develop educational materials and programs.

• Identify minimum (core) competency for practitioners to work with this approach.

There is a wide array of benefits associated with this approach: 

• This approach provides a common benchmark for all health and safety provisions in the NCC,
which can be used for individual areas (e.g., fire) and in aggregate (e.g., all hazards). An example
of how the concept might be integrated as a Performance Requirement is as follows:

Compliance with the NCC is achieved by satisfying the Performance Requirements. The basis 
for health and safety performance requirements in the NCC is that the maximum 
contribution to risk to life, as related to all building features regulated by the NCC, be no 
more than 1% of ‘background’ risk for new construction and no more than 10% of 
‘background’ risk for existing buildings, where ‘background’ individual risk is reflected in the 
ABS age-specific mortality rate data, and ‘background’ societal risk is reflected in historical 
F-N data based on type of hazard.
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• This approach facilitates the expansion of expertise into addressing risks in the built
environment, as it will require working with, and drawing on the expertise and experience, of a
much broader set of disciplines than is typically thought of with respect to buildings.

• This approach is policy-neutral from the perspective of not adding additional performance
requirements to the NCC. Rather, it clarifies the existing performance based on objective data.
Going forward, it can be used to assess future proposed changes to the NCC from a common
basis as well (whether future decisions are to remain policy neutral or not).

• The implementation of this approach will facilitate innovation by providing clear and objective
means of assessing the performance of new materials, systems and methods of construction in
buildings. For any combination of materials and systems, in the context of a final design, the
relative contribution to health and safety risk can be assessed, and can serve as the basis for risk
mitigation decisions where appropriate (e.g., balances potentially competing objectives).

• The range of innovation, and how it can be used to reduce risk and better understand
performance, is tremendous. At present, we arguably do not know the health and safety
condition of buildings or their occupants. We do not know when some aspect of the building
poses a hazard, or any attribute of the occupant which may present a unique vulnerability.
Emergency responders and others could benefit greatly by such knowledge. In reality, this is not
far away. The use of new and varied sensor technology, advances in communication technology,
data storage and processing, and provision of information for decision-making is rapidly
increasing. One need only look at advances in ‘smart buildings’
(http://www.raeng.org.uk/publications/reports/raeng-smart-buildings-people-and-
performance), ‘smart cities’
(http://www.ibm.com/smarterplanet/us/en/smarter_cities/overview/ and
https://www.be.unsw.edu.au/research-centres-and-clusters/smart-cities/about-us) and ‘smart
firefighting’ (http://www.nfpa.org/research/fire-protection-research-foundation/projects-
reports-and-proceedings/current-projects/developing-a-research-roadmap-for-the-smart-fire-
fighter-of-the-future) to see not only what is possible, but what is already happening.

• The use of risk as a basis for decision-making is consistent with other regulated areas in
Australia, such as workplace safety, environmental protection and hazardous facility siting. It
takes advantage of assessment approaches that are widely used and accepted, and is based on
objective data.

• This approach can provide significant benefit for works on existing buildings, from providing a
common benchmark (10% above background risk) to providing for clear guidance on how to
balance risk mitigation measures that may need to be implemented when undertaking
modifications to existing buildings.

• The approach provides tools for building certifiers, the fire service, insurance companies,
corporate bodies and others to audit the delivered performance of new construction, and to
assess the health and safety performance of existing buildings.

• This approach also allows for better understanding and accommodation of safety management
principles and systems within building design and operation.
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By embracing this approach, Australia will be the global leader in the development and 
implementation of a building code structure that facilitates innovation while achieving the objectives 
of having a simple, transparent and common basis for describing, quantifying and assessing the 
performance across all health and safety provisions of the code. This new approach will set the 
course for the next generation of building codes worldwide. Furthermore, as the required 
supporting guidance, data, tools and methods for analysis and design are developed for use within 
the system, and building industry professionals become experienced working within the system, 
Australia will become a global source of expertise in risk-informed performance-based analysis and 
design, following the footsteps of Australia being a leading global leader in performance-based fire 
safety engineering, where outcomes of the Warren Centre project and the Fire Code Reform Centre 
are still being used, including the International Fire Engineering Guidelines. 
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Introduction 

The Australian Building Codes Board (ABCB) has taken the decision to investigate the use of 
historically tolerable levels of risk, to individuals and to society, as the basis for quantification of 
health and safety performance requirements in the National Construction Code (NCC). To date, two 
briefing reports have been developed, one prepared by Arup and the University of Queensland 
(2015) and one by Risk Frontiers and Enright Consulting (2015), related to approaches to quantify 
individual risk and societal risk, and how these measures have been, or could be, used in regulation.  
While these works have provided useful background information, and suggest that measures of 
individual risk and societal risk could be used as a basis for quantification of health and safety 
performance measures, it was recognized that a specific proposed approach is needed, and that 
significant consultation will be necessary on this important public policy matter.   

The objectives of this report are therefore to: 

• Reflect further analysis on the potential for quantifying, agreeing and using individual and
societal levels of risk as a basis for the quantification of health and safety performance
requirements in the NCC;

• Identify benefits that risk-informed performance requirements and risk-informed design can
provide to the construction sector, in particular the building and plumbing industries;

• Propose an approach (pathway, roadmap) for quantification of risk to inform the associated
quantification of performance;

• Identify governance / infrastructure required to successfully support such a risk-informed
approach, i.e., should risk levels sit within the NCC, or as external guidance (to guide
development, review and acceptance of designs), or as internal guidance only (for regulatory
development, assessment and implementation); and,

• Present the information in a format which could be used as part of the public consultation
process.

While reasonable efforts have been made to prepare a document that adequately addresses the 
above objectives, it should be noted that the perspectives on risk, and use of risk in setting 
regulatory objectives, are vast and varied.  The following represents key concepts for consideration 
by the ABCB and their stakeholders.   

5252



UHS – Risk Quantification  Discussion Paper 

10 March 2016  9 Meacham 

Background – Quantification of Risk for Use in Regulation  

As Otway (1985) so clearly stated, “the risks to which society is, in fact, exposed are largely 
determined by the regulations and how effectively they are implemented and enforced.” While 
humans have used regulation to help prevent hazards from impacting people for centuries (e.g., 
Code of Hammurabi, ca 1754 BC; regulations following the Great Fire of London (see Bell, 1971; Ben-
Joseph, 2005)), the explicit recognition and use of risk in regulation is a relatively new concept. The 
impetus to incorporate quantified values of risk in regulation resulted from health and safety 
concerns which became publicly intolerable in the late 19th and early 20th centuries (e.g., see 
Zachmann, 2014), and by the seminal work of Starr (1969), who posited that historical national 
accident records are adequate for revealing consistent patterns of fatalities in the public use of 
technologies, and that such historically revealed social preferences and associated costs are 
sufficiently enduring to permit their use for predictive purposes. The move to incorporate risk into 
regulation was further facilitated by the formalization of risk analysis as a discipline in the late 1960s 
and 1970s (e.g., see Covello and Mumpower, 1986; Zachmann, 2014).  

Risk as a basis for regulation has worked its way into a broad range of regulated areas, including 
environmental protection (e.g., NRC, 2009), occupational health and safety (e.g., HSE, 2009), nuclear 
power (e.g., IAEA, 2005), transportation (e.g., EMSA, 2014), buildings and physical infrastructure 
(e.g., Vrijling, 2001; Ellingwood, 2015; May and Koski, 2012), hazardous facility planning (e.g., CCPS, 
2009; NSW, 2011), finance (Ojo, 2010) and more. In recent years, emerging threat areas, such as 
climate change impacts, disaster reduction, and terrorism mitigation have seen an uptake in the use 
of risk concepts (IPCC, 2012; Smolka, 2006; Kunreuther et al., 2004; UN, 2012; Thompson and Bank, 
2007). The preponderance of entities seeking to use risk as a basis for or to inform regulation has 
triggered assessments of, and guidance for, the use of risk in regulation from a policy perspective 
(e.g., see Stern and Fineberg, 1996; Hutter, 2005; Meacham, 2010; OECD, 2012; UN, 2012).  

For the purpose of this report, the focus will be on health and safety risks, in particular as associated 
with areas regulated by the National Construction Code of Australia (NCC).  This includes risks 
associated with natural hazards that impact buildings (e.g., wind, earthquake, rain, flood, bushfire, 
landslide, tsunami), technological hazards that might occur in buildings (e.g., fire, explosion, 
chemical release), health hazards that might develop due to building features (e.g., respiratory 
disease, acute or chronic toxicity, or other health issues which might result from exposure to mold, 
mildew, volatile organic compound (VOCs), particulate matter, contaminated water), accidents that 
might occur in buildings (e.g., slips, falls, cuts from glazing, scalding), and to the extent addressed by 
the code, hazards associated with deliberate events (e.g., arson, acts of terrorism).  

Clearly, the range of hazards and associated risks is large. It is not the aim of this document to 
address each of these in detail, but to discuss approaches which are available for quantifying risks 
associated with these hazards for use by the ABCB in quantifying performance in the NCC, to discuss 
how quantified risk targets might be used as a basis for assessing building performance, and to 
discuss the infrastructure needed to facilitate a risk-informed approach in practice.  

What is Risk?  

Although defining risk may seem to be a simple issue, it has been found that it is often difficult for 
persons from different backgrounds to have a meaningful discussion of “risk,” as there is no 
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consensus definition.1  Covello and Merkhofer (1987) suggest the lack of a consensus definition is 
due to the fragmented way in which the field of risk analysis has developed.  For example, there are 
different types of risks, such as health risks, safety risks, economic risks, political risks and more, and 
the interpretation and measurement of risk is often a function of the context of the risk problem 
that is being addressed.  As a result, specific taxonomies and tools for discussing and assessing risk 
grew out of the context of the various problem areas for which risk analysis was being applied. 

Engineers have come to view risk as a numerical value that is a function of probability and 
consequences (Rassmusen, 1981).  By contrast, some social scientists view risk as a social construct, 
not dependent on numerical values, but dependent upon the social situation and conditional 
knowledge (Wynne, 1992).  Another view is held by some psychologists who believe that “risk” does 
not exist outside of our minds, but that it is simply a concept humans developed to deal with 
uncertainties of life (Slovic, 1986).  There are also some who have suggested that the selection of a 
definition of risk is a political one, chosen to express someone’s views regarding the importance of 
different adverse effects in a particular situation (Fischhoff et al., 1981).  In this case, the authors cite 
a number of dimensions to the definition issue, including objectivity (objective versus subjective 
probability and/or risk), dimensionality (there are usually benefits as well as consequences), data, 
statistics and units of measure, time impacts, values and perceptions.  Add to the mix various 
cultural and other viewpoints on risk, and one can easily develop at least seven types or approaches 
to risk, with the number of definitions being in the dozens (Renn, 1992). 

However, drawing from those who have considered what is needed in a well-rounded definition of 
risk (e.g., Kasperson et al., 1988; Renn, 1992; Stern and Fineberg, 1996), one can develop a list of key 
factors that should be considered in any definition of risk: 

• The concept of hazard, or hazard event (scenario),   
• The consequence of the hazard event, including all relevant consequences and the valuation 

of the consequence (including off-setting benefits),  
• Differences in risk perception,  
• Social and cultural experience,  
• Judgment(s) regarding the likelihood (probability) of the consequence occurring, and  
• Uncertainty and variability. 

One definition of risk that includes all of the above dimensions is:  “the possibility of an unwanted 
outcome in an uncertain situation, where the possibility of the unwanted outcome is a function of 
three factors: loss or harm to something that is valued (consequence), the event or hazard that may 
occasion the loss or harm (scenario), and a judgment about the likelihood that the loss or harm will 
occur (probability)” (Meacham, 2004). In this definition, the valuation of loss or harm is intended to 
consider physical, technical, social, cultural and psychological factors, and event or hazard is 
intended to consider any act or phenomenon that has the potential to produce loss or harm.  Loss or 
harm to something that is valued includes such things as loss of life, injury, disease, reduced quality 
of life, inability to carry on economic activity (the inability of an individual to work, or the inability of 
a business to carry on operations), property damage, and damage to the environment. 

                                                           
1 The discussion on this page is excerpted with modification from Meacham, B. (2004). “Understanding Risk: 
Quantification, Perceptions and Characterization,” Journal of Fire Protection Engineering, Vol. 14, No. 3, 
pp199-227.   
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Assuming a common definition of risk can be agreed, key concepts when considering the use of risk 
in regulation include (a) to what level of risk one chooses to regulate and (b) how to establish 
mutually agreeable measures (assuming a quantified approach is desired). One issue which 
permeates discussion about risk levels and measures is whether the target risk is ‘acceptable’ or 
‘tolerable.’  Another issue is whether the focus is ‘individual’ risk, ‘societal’ risk, or some combination 
of the two.  

Risk Acceptability, Tolerability and Characterization  

The fundamental difference between ‘acceptable’ risk and ‘tolerable’ risk is that the term 
‘acceptable’ implies the person(s) at risk understands all of the factors associated with the risk – 
including whether or not they have any control over the risk – and makes a conscious decision to 
accept the risk, whereas the term ‘tolerable’ is more reflective of a situation where a person(s) may 
not be aware of all the factors influencing the risk – and that they may have little control over the 
risk – and yet they choose to tolerate it (e.g., see Fischhoff et al., 1979; 1981; Kasperson, 1983).   

Investigation into ‘acceptable’ risk, particularly as a concept for use in regulation, was triggered by 
Starr’s work (Starr, 1969), when he proposed that societal risk acceptability could be determined by 
reviewing the level(s) of risk that society “accepted” in the past. His ‘revealed preference’ concept 
suggested 1) that the public accepts voluntary risks on the order of 1000 times greater than 
involuntary risks, 2) that statistical risk of death from disease is a psychological yardstick for 
establishing a level of risk acceptability, 3) that acceptability is proportional to the third power of the 
benefits, and 4) that social acceptance of risk is influenced by public awareness as determined by 
advertising, usefulness, and number of people participating. 

This work triggered interest across a wide range of disciplines, including economics, psychology, 
sociology, and geography, as well as engineering (e.g., see Lowrance, 1976; Fischhoff et al., 1978; 
1979; Kahneman and Tversky, 1974; 1982; Kasperson; 1983; Kasperson et al., 1988; Otway and von 
Winterfeldt, 1982; Rasbash, 1983; Slovic, 1987). The focus of much of this work was to help 
understand how lay persons and experts view risk and its acceptability or tolerability, what data, 
tools and methods would be useful in characterizing risk and informing decisions on acceptable or 
tolerable risk levels. It was quickly determined that establishing acceptable or tolerable levels of risk 
requires not only judgments regarding the risk, but in the case of regulation, also about acceptable 
or tolerable distribution of risks across various populations. This requires value judgments, and 
various ethical issues enter into the decision-making process, including valuing consequences, 
paternalism versus autonomy, equity considerations, and a responsible decision process (e.g., see 
Keeney, 1980; Kasperson and Kasperson, 1983; Kunreuther and Slovic, 1996). There are a variety of 
issues to consider, such as whether the hazard posing the risk is known or unknown, controllable or 
not by the target (e.g., driver of a car versus passenger in an airplane), ‘normal’ or catastrophic, 
temporary or intergenerational, and so forth. One aspect that most people will be familiar with is 
that we generally are more tolerant of deaths which occur one at a time (e.g., due to car crashes, or 
fires in the home), as compared with large life-loss events (e.g., aircraft crash, fire in a nightclub).   

Taking these various issues into account, leading risk scholar Baruch Fischhoff and his colleagues 
(1978; 1981) suggested that acceptable risk problems be viewed as decision problems, where 
different solutions to a risk problem provide different benefits, and acceptability is a function of the 
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options available and the option(s) selected.  They argued that because values, perceptions, and 
available information may affect evaluation of the options, there are no universally accepted or 
acceptable risks.  Rather, they argue that the acceptability of risk should be viewed as an attempt to 
solve or manage a problem, and whether the risk is acceptable will be dependent on whether the 
approach to managing the risk problem is acceptable.  Furthermore, weighing costs and benefits 
becomes a key part of the decision problem: for an individual, regulation or within an entity.  

This is not to say that acceptable risk targets cannot be developed; just that it is difficult, especially 
with respect to getting input across large population groups (i.e., society).  Any individual or entity 
(e.g., corporation) can assess the level(s) of risk they are willing to accept in a relatively 
straightforward manner, taking into account the components in the risk definition identified above, 
and balancing it with risk avoidance, mitigation and transfer options. In these cases, the decision 
makers are individuals or small groups, often with similar values. However, this does not mean every 
individual, or every entity, ends up with the same risk acceptability decision. One can see this in 
choices individuals make, such as the car one purchases, how they choose to drive and the level of 
insurance they carry, and the variance between individuals (noting of course that some people have 
limited choices due to limited finances and other life decisions they have to balance). Measures such 
as ‘willingness to pay’ for risk reduction (mitigation, transfer) are often used to determine risk 
tolerant, neutral or averse preferences.  

Also, this is not to say that some countries and/or regulated areas have not set acceptable levels of 
risk, especially with respect to impacts from hazardous facilities or natural events, which could 
impact large population groups. This is often seen in the literature in discussions of ‘societal’ risk, 
and will be discussed in more detail under the Societal Risk discussion below. In brief, many who 
have looked to set acceptable levels of societal risk have taken their direction from the work of Starr 
(1969) to establish levels of risk which have been ‘accepted’ by people in the past, in many instances 
basing the acceptable risk on a relationship between the frequency of fatal events plotted against 
the number of fatalities per event. This relationship is called an F-N curve.  An example of a tolerable 
level of ‘societal risk’ as represented by an F-N curve is shown in Figure 1 below (EMSA, 2013).  

FIGURE 1 - FLANDERS SOCIETAL RISK CRITERIA (Figure A.6.3 in EMSA, 2013) 

 

However, most who have taken this approach have moved away from ‘acceptable’ risk and use the 
term ‘tolerable’ risk for the reasons discussed above (difficulty in getting agreement of all involved). 
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The term ‘tolerable’ risk is meant to reflect the situation where stakeholders may not be party to all 
decisions around risk mitigation, but broadly tolerate the resulting risk in light of tradeoffs in risks, 
costs and benefits. As will be discussed further below, F-N curves are considered by many as 
reflecting tolerable levels of ‘societal’ risk, as society has implicitly agreed to those risk levels via the 
regulations around the hazards, the benefits gained by the hazardous activity, and related issues. In 
many cases, the F-N curves are used with set boundary conditions of ‘intolerable’ (or ‘unacceptable’) 
risk on the one side, and ‘negligible’ (‘broadly acceptable / tolerable’) risk on the other side, with the 
region in between being deemed as ‘tolerable.’  

The lower bound – the ‘negligible’ bound – can be determined based on agreement by parties 
involved, but may also be set by legal ruling, typically by the concept of de minimus risk. In brief, the 
concept of de minimis risk is based on the premise that there is some level of risk below which one 
does not need to be concerned.  For example, some regulations reflect the position that a risk of less 
than a 10-6 probability of developing cancer is a de minimis threshold, and as such, no mitigation is 
required to lower the risk below that value (see Whipple, 1987).  However, there can be difficulties 
in gaining agreement on de minimis levels given differences in perceptions and values, and 
uncertainties in scientific assessment and quantification methods, and ultimately the courts make 
the decision (e.g., see Breyer, 1993).  An example is the difficulty in trying to regulate for “safe” 
levels of carcinogens, where there can be scientific disagreement on whether thresholds exist or if 
the effects are cumulative, and even where clear thresholds can be determined, the “safe” threshold 
varies for each individual. (See also discussion below on the precautionary principle, as well as on 
risk characterization.)   

In many cases, while the range between ‘tolerable’ and ‘negligible’ is generally deemed tolerable, 
there is a condition that measures be taken to reduce the risk within these bounds to be ‘as low as 
reasonably practicable’ (ALARP).  An illustration of the ALARP concept, within an F-N curve approach, 
is shown in Figure 2. 

FIGURE 2 – HONG KONG SOCIETAL RISK CRITERIA (Figure A.6.5 in EMSA, 2013) 

 

5757



UHS – Risk Quantification Discussion Paper 

10 March 2016 14 Meacham 

In principle, the concept of ALARP (or ALARA, “as low as reasonably achievable”), reflects the reality 
that it (a) is nearly impossible to reduce risk to zero (other than avoiding the activity or hazard 
completely, which is in many cases not practicable), and (b) the cost of reducing the risk (hazard) can 
be so costly as to outweigh any benefit. A simple example is a car. Driving a car is inherently risky. 
Being a good driver can only control so much: faulty equipment, poor weather conditions, and other 
drivers can influence the risk. As for equipment, very safe cars are available, and safer cars can be 
built (e.g., tanks). However, these are very costly. As such, society generally tolerates the risk of 
accidents, but enforces measures to minimize the risk as much as reasonable practicable through 
regulation (e.g., speed limits, testing, licensing), safety measures (e.g., air bags, passive restraint 
systems), and education.  

Discussion on the ALARP principle can be found on the UK Health & Safety Executive (HSE) website 
(http://www.hse.gov.uk/risk/theory/alarpglance.htm), among other sources. The concept is widely 
applied in occupational health and safety, and can apply to individual risk as well as societal risk (see 
discussion on Individual Risk and Societal Risk below). Figure 3 provides an example of the ALARP 
framework, as adopted by London Underground (as presented in EMSA, 2013).  

FIGURE 3 – LONDON UNDERGROUND TOLERABILITY OF RISK FRAMEWORK 
(Figure A.4.1 in EMSA, 2013) 

There are other frameworks which encourage risk reduction as low as practicable – including 
without defined lower limits. One is the model Work Health and Safety Act in Australia (SWA, 2013), 
which aims to “to eliminate risks to health and safety, so far as is reasonably practicable,” (SFAIRP) 
where: 

“In this Act, reasonably practicable, in relation to a duty to ensure health and safety, means that 
which is, or was at a particular time, reasonably able to be done in relation to ensuring health and 
safety, taking into account and weighing up all relevant matters including: 

(a) the likelihood of the hazard or the risk concerned occurring; and
(b) the degree of harm that might result from the hazard or the risk; and
(c) what the person concerned knows, or ought reasonably to know, about:
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i. the hazard or the risk; and
ii. ways of eliminating or minimising the risk; and

(d) the availability and suitability of ways to eliminate or minimise the risk; and
(e) after assessing the extent of the risk and the available ways of eliminating or minimizing the

risk, the cost associated with available ways of eliminating or minimising the risk, including
whether the cost is grossly disproportionate to the risk.”

Unlike ALARP, this approach has no defined lower bound. This (a) places pressure on all parties 
involved to agree what is practicable in the circumstances, and (b) could result in variation in levels 
of risk across different regulated entities.  

A somewhat similar concept is the ‘precautionary principle,’ which effectively aims to prohibit 
activities or technologies when there exist considerable scientific uncertainties about causality, 
magnitude, probability, and nature of harm, and intervention is deemed necessary, even before the 
exact magnitude and impact of the harm is known. It is generally not intended to address ‘known’ 
risks; rather, to address new and unknown risks which could plausibly result in significant harm. As 
defined by the UNESCO (2005), the precautionary principle embodies the following:  

“When human activities may lead to morally unacceptable harm that is scientifically 
plausible but uncertain, actions shall be taken to avoid or diminish that harm. Morally 
unacceptable harm refers to harm to humans or the environment that is: threatening to 
human life or health, or serious and effectively irreversible, or inequitable to present or 
future generations, or imposed without adequate consideration of the human rights of 
those affected.  

The judgment of plausibility should be grounded in scientific analysis. Analysis should be 
ongoing so that chosen actions are subject to review. Uncertainty may apply to, but need 
not be limited to, causality or the bounds of the possible harm. Actions are interventions 
that are undertaken before harm occurs that seek to avoid or diminish the harm.  

Actions should be chosen that are proportional to the seriousness of the potential harm, 
with consideration of their positive and negative consequences, and with an assessment of 
the moral implications of both action and inaction. The choice of action should be the result 
of a participatory process.” 

Thus, there exists a broad spectrum of risk decision approaches to setting target levels: ‘acceptable’ 
risks, which arguably individuals and tightly managed groups (e.g., corporations) can agree; 
‘tolerable’ risks, which are imposed, but broadly tolerated, in the sense of trade-offs between risks, 
costs and benefits to society; ALARP, which aims to push ‘tolerable’ risks as low as practicable 
toward an agreed de minimis level; SFAIRP, which aims to push risk as low as practicable, with no 
defined bounds; and to eliminate the source of a risk of high uncertainty yet high potential concern 
via the precautionary principle approach.  

For each of these approaches, gaining agreement on which risk level to regulate for can be a 
daunting challenge, given differences in perceptions of risk (e.g., experts, lay public), values (e.g., 
based on socio-economic status, exposed versus exposer, etc.), hazards, vulnerabilities (e.g., level(s) 
of hazard which can cause harm to whom under what circumstances), means of assessment, 
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decision / regulatory framework and more. Getting to agreed risk decisions can require considerable 
time and resources, and even so, can result in litigation. One can look at the history of risk concepts 
in environmental regulation in the USA to get an idea of how complex and costly this can become.   
It is also worth noting that May (2001) has argued that in the case of earthquake regulation, not only 
is the concept of acceptable risk inappropriate, but that it negatively impacts the ability to establish 
mutually agreeable policy, and that defining ‘safety objectives’ is a much more sound and productive 
approach. May suggests that “a recasting of acceptable risk into a discussion of desired safety goals, 
the costs involved of achieving these, and the tradeoffs that they impose could address some of the 
limitations from a societal perspective of the concept of acceptable risk.”  

Based in part on challenges in environmental risk regulation, and also to provide guidance to those 
responsible for risk decisions, the U.S. National Research Council convened a panel in 1994 to look at 
the issue of risk characterization, with the aim of helping diverse stakeholders come to agreement 
on defining and quantifying risks and their impacts to those exposed to the risks, as well as those 
posing the risks.  The outcome of the committee’s efforts was published as a book, Understanding 
Risk: Informing Decisions in a Democratic Society (Stern and Fineberg, 1996), wherein they describe 
risk characterization as being a decision-driven activity, directed toward informing choices and 
solving problems, which requires a broad understanding of the relevant losses, harms, or 
consequences to the interested and affected parties.  Importantly, they state: “Risk characterization 
is the outcome of an analytic-deliberative process. Its success depends critically on systematic 
analysis that is appropriate to the problem, responds to the needs of the interested and affected 
parties, and treats uncertainties of importance to the decision problem in a comprehensible way. 
Success also depends on deliberations that formulate the decision problem, guide analysis to 
improve decision participants' understanding, seek the meaning of analytic findings and 
uncertainties, and improve the ability of interested and affected parties to participate effectively in 
the risk decision process. The process must have an appropriately diverse participation or 
representation of the spectrum of interested and affected parties, of decision makers, and of 
specialists in risk analysis, at each step.” 

The discussion on risk acceptance, tolerability and characterization is important to the issue of using 
risk as a basis for quantifying health and safety objectives in the NCC. Given the challenges identified 
above, it is recommended to avoid trying to identify ‘acceptable’ risk levels associated with the 
regulated areas of the NCC. In concept, it is feasible to consider the level of risk which is currently 
tolerated by the public as a potential ‘policy neutral’ approach, in part by taking a ‘revealed 
preference’ approach of looking at historical loss data as a benchmark of what is currently tolerated. 
However, as with the warnings one gets with an investment prospectus, past performance is not 
necessarily a reliable indicator of future performance. If risk is to be used as a basis of performance, 
it is recommended that a risk characterization process is undertaken by ABCB, wherein technical and 
analytical data, and technical and nontechnical perspectives, are obtained for deliberation aimed at 
agreeing benchmark (target) levels, for whom, for what hazards, and with what limitations.  

In such a risk characterization process, it will be important to get relevant data and to consult with 
stakeholders to gain their perspectives. It will be important to be clear that there is no such thing as 
zero risk, and that everyone tolerates some level of risk on an everyday basis (e.g., health risks, 
transportation risks, etc.). As will be further discussed below, it will be important to understand 
what these ‘background’ risks are, and the levels at which Australian society currently tolerates 
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them, including who is at risk from what, with respect to both ‘individual’ and ‘societal’ risks. It will 
then be important to identify and agree the ‘tolerable’ contribution to individual and societal risk as 
associated with the regulated areas of the NCC, in balance with the benefits gained by having the 
NCC (or the increased risks if there was no NCC). As part of the deliberations, it will also be 
important to note that the NCC already reflects some measure of societal tolerability of risks 
(events) for which it is not cost-effective or technically feasible to fully mitigate. There will also need 
to be agreement on appropriate methodologies for quantifying the marginal increase in risk (above 
background) associated with NCC-regulated areas, for estimating (predicting) the NCC-related 
contributions to individual and societal risk, on data required for risk assessments, on treatment of 
uncertainties, and on qualifications of persons undertaking risk assessments. Input would be 
anticipated from experts, as well as stakeholders, as through the consultation process.   

Concepts of Individual and Societal Risk  

From the early days of using risk in regulation, two fundamental concepts / approaches have been 
used: individual risk and societal risk (sometimes called population risk). Unfortunately there are no 
universally accepted definitions for these terms, and they vary by type of hazard or exposure. There 
are also no common assessment methods (vary by hazard), and the level of risk to the exposed can 
vary by population characteristics (e.g., physical, emotional, cognitive, cultural factors).  

Individual Risk 

In principle, individual risk relates to the frequency or probability of an individual or population 
group (e.g., children, women, elderly) being harmed given a specific hazard, sometimes assessed 
with respect to a specific location or as associated with a specific activity.  Typical individual risks of 
concern include general health risks (e.g., cancer, respiratory disease, heart disease, acute or chronic 
toxicity), safety risks (e.g., burns, asphyxiation, acute or chronic toxicity) associated with localized 
technological hazards (e.g., localized fire, explosion, chemical release), risks associated with 
accidents / unintended incidents (e.g., slips, falls, cuts from glazing). Individual risk can also be of 
concern as related to natural hazards and large technological events.   

Characterization of individual (or population) risk can be accomplished in several ways, and generally 
will depend on the way in which the risk information is intended to be used.  For example, it can be 
characterized using annual mortality and population figures (number of deaths across the 
population divided by the total population). A time basis average can be used (same calculus, over 
say a 10-year period). It can also be considered based on age (and gender) across all events 
(intentional, unintentional and health). In some cases, only specific target populations are 
considered (typically those considered vulnerable populations).  Significant challenges exist in 
identifying populations of concern, hazards to which they are exposed, means to reflect the risk, 
data for analysis (historical) and data for prediction (e.g., see discussion in Stern and Fineberg, 1996).  

There exist numerous resources which discuss quantification of individual risk (e.g.,AIChE, 2009;  
Jonkman et al., 2003; Duijm, 2009; NSW, 2011; EMSA, 2013; Risk Frontiers and Enright Consulting, 
2015), and which benchmark levels of individual risk reflected in various legislation (e.g., AIChE, 
2009b; HSE, 2001; Duijm, 2009; NSW, 2011; EMSA, 2013; Arup and University of Queensland, 2015). 
Instead of reiterating those discussions and comparisons, reference is made to the literature.  It is 
important to note, however, in that several of the benchmarking exercises, the focus is around the 
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risk to an individual in the vicinity of a hazardous facility of some type. However, this focus is 
insufficient. For the purpose of the NCC, the aim is contributions to risk as associated with the built 
environment, specifically, buildings in which people live and work. In these cases, a broader look at 
background risk, mortality rates and likewise is critical.  

For benchmarking (assessing past level of risk), data sources might include national statistics, 
coronial data, specific incident reports and related sources. On exemplar data source – leading 
causes of death in Australia – is provided in Table 1 below.  

TABLE 1. LEADING CAUSES OF DEATH(a), Australia - Selected years - 2004, 
2008, 2013(b) (Source: Australian Bureau of Statistics -

http://www.abs.gov.au/ausstats/abs@.nsf/Lookup/by%20Subject/3303.0~2013~Main%20Features~Le
ading%20Causes%20of%20Death~10001, accessed February 24, 2016)

2004 2008 2013 
Cause of death and ICD code no. Rank no. Rank no. Rank 
Ischaemic heart diseases (I20-I25) 24 576 1 23 813 1 19 766 1 
Dementia and Alzheimer disease 
(F01, F03, G30) 4 606 5 8 172 3 10 993 2

Cerebrovascular diseases (I60-I69) 12 041 2 11 979 2 10 549 3 
Trachea, bronchus and lung cancer 
(C33-C34) 7 264 3 7 956 4 8 217 4

Chronic lower respiratory diseases 
(J40-J47) 5 785 4 6 255 5 7 148 5

Diabetes (E10-E14) 3 599 8 4 181 6 4 328 6 
Colon, sigmoid, rectum and anus 
cancer (C18-C21) 4 126 6 4 125 7 4 234 7

Blood and lymph cancer (including 
leukaemia) (C81-C96) 3 820 7 3 887 8 4 094 8

Heart failure (I50-I51) 2 823 11 3 363 9 3 244 9 
Prostate cancer (C61) 2 761 12 3 031 11 3 112 10 
Diseases of the urinary system 
(N00-N39) 2 896 10 3 235 10 2 987 11

Breast cancer (C50) 2 661 13 2 789 12 2 892 12 
Pancreatic cancer (C25) 1 978 15 2 289 14 2 558 13 
Intentional self-harm (X60-X84)(c) 2 098 14 2 340 15 2 520 14 
Influenza and pneumonia (J09-J18) 3 381 9 1 760 17 2 493 15 
Skin cancers (C43-C44) 1 573 16 1 857 15 2 209 16 
Hypertensive diseases (I10-I15) 1 340 18 1 833 16 2 150 17 
Accidental falls (W00-W19) 873 20 1 461 20 1 920 18 
Cardiac arrhythmias (I47-I49) 1 229 19 1 550 18 1 892 19 
Cirrhosis and other diseases of liver 
(K70-K76) 1 386 17 1 509 19 1 772 20

(a) Causes listed are the leading causes of death for all deaths registered in 2013, based on WHO
recommended tabulation of leading causes. See Explanatory Notes 34-35 for further information.
(b) See Explanatory Notes 70-95 for further information on specific issues related to interpreting time-
series and 2013 data.
(c) Excludes Sequelae of suicide (Y87.0) as per the WHO recommended tabulation of leading
causes. Care needs to be taken in interpreting figures relating to suicide. See Explanatory Notes 87-
93.
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Table 1 is reprinted from the Australian Bureau of Statistics website.2 It is provided to illustrate that 
cause of death data are available for helping to characterize risk to life. However, it is also helpful as 
it illustrates that health issues dominate the risk of death in Australia (heart disease, respiratory 
disease, dementia, etc.). In fact, from this table of leading causes of death, many risks commonly 
associated with buildings do not even show, such as burns (due to fire or scalding). In fact, the only 
directly related hazard is ‘accidental falls’. To determine the actual number associated with 
buildings, one would need to look into the data in more detail, such as was done in the Monash 
University report (Monash, 2008). The same is true if trying to determine if any of the other causes, 
such as respiratory disease, might have building-related contributors (e.g., inadequate indoor air 
quality, inadequate temperature control). Another example of a more detailed look at the statistics 
can be found in the report by Risk Frontiers and Enright Consulting (2015). It should be noted, 
however, that in this report, the source data were not provided, nor was a full explanation of the 
analysis, so no judgment can be made as to the accuracy of the reported outcomes.  

While data such as those from the ABS can be helpful, and can be used to compare with Australian 
data over time, or with data from other countries, it is important to note that care must be taken to 
assure the comparability of the data. As noted by the ABS: “Ranking causes of death is a useful 
method of describing patterns of mortality in a population. It allows comparison over time and 
between populations. However, different methods of grouping causes of death can result in a vastly 
different list of leading causes for any given population. For this reason ABS ranks leading causes of 
death in this publication based on research presented in the Bulletin of the World Health 
Organization, Volume 84, Number 4, April 2006, 297-304”.2 The caution is that data collected using a 
different methodology, or using different definitions, or at different points in time, may result in 
data which cannot be compared without additional treatment.  

Another exemplar data set is reflected in Figures 4 and 5, also from ABS data. 

FIGURE 4. AGE-SPECIFIC MORTALITY RATES IN AUSTRALIA - MALE (Source:  
http://www.abs.gov.au/ausstats/abs@.nsf/0/8D107FC8CC704456CA257943000CEDA6?opendocum

ent, Figure 2.5, accessed on 18 February 2016). 

2 Source: 
http://www.abs.gov.au/ausstats/abs@.nsf/Lookup/by%20Subject/3303.0~2013~Main%20Features~Leading%20Causes%2
0of%20Death~10001  
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FIGURE 5. AGE-SPECIFIC MORTALITY RATES IN AUSTRALIA–FEMALE (Source:  
http://www.abs.gov.au/ausstats/abs@.nsf/0/8D107FC8CC704456CA257943000CEDA6?opendocum

ent, Figure 2.6, accessed on 18 February 2016). 

 

Figures 4 and 5 reflect age-specific mortality rates in Australia for males and females, comparing the 
years 1990 and 2010. This representation is helpful in looking at how risk of death varies with age. It 
is worth noting that the shape of these curves is not unique to Australia. The trends are generally 
seen in all developed countries, and follow observations first made in the 1800s (Gompertz, 1825).  
Differences may exist for specific age ranges, as well as for the slope of the curves.  

Specific to Australia, it is noted that: 3 “Following relatively high rates of death in infancy, death rates 
decline sharply through childhood. In 2010, people aged 5-9 years and 10-14 years had the lowest 
age-specific death rates (ASDRs) in Australia. ASDRs begin to increase from around 15 years of age. 
For nearly all age groups, ASDRs are higher for males than for females. The exceptions are in the age 
groups 1-4 years, 5-9 years and 10-14 years, where the ASDRs for males and females are the same. 
Age-specific death rates for males increase gradually until around age 40-44 years, where they begin 
to increase more quickly throughout the older age groups (Figure 4). Age-specific death rates for 
females aged 15 to 34 years are relatively low and constant. Steady increases in female ASDRs are 
evident beyond 45-49 years of age and continue throughout the older age groups (Figure 5). Over 
the past 20 years, death rates have declined overall for both males and females for all ages. The 
largest proportional decreases have occurred in the younger age groups.” 

These data matter because they illustrate that the risk of mortality varies by age. If we assume, for 
example, that the benchmark is a 45 year old female (or male), the risk of death is about 1/1000, or 
1 in 1000 (often represented as 1x10-3). However, for a 10 year old, the risk is about 0.1/1000, or 1 in 
10,000 (1x10-4: an order of magnitude lower).  By contrast, for an 80-year old, the risk of death is 
about 100/1000, or 1 in 10 (1x10-1: two orders of magnitude higher than the benchmark).  Overall, 2 
of every 3 deaths in Australia in 2013 occurred among people aged 75 and over.4  

                                                           
3 Source: http://www.abs.gov.au/ausstats/abs@.nsf/0/8D107FC8CC704456CA257943000CEDA6?opendocument, accessed 
on 18 February 2016). 
4 Source: http://www.aihw.gov.au/deaths/, accessed on 24 February 2016 
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These data can be helpful in benchmarking not only historical risk, but identifying the tolerable level 
of risk associated with contributions from the built environment, as regulated by the NCC. This 
approach in concept has been used in The Netherlands (Vrijling, 2001; Pasman and Vrijling, 2003), 
for example, where the life expectancy for 14-year-old children was highest, as reflected by a 
minimum death rate of 10-4 per year, so it was deemed that exposure to a hazardous activity should 
be limited to only 1% of the already existing probability to die that year, or 10-6 per year (Pasman 
and Vrijling, 2003). This was set for risk associated with new facilities. For existing facilities, the risk 
of dying was set at 10-5 per year.  Such an approach is possible for Australia. Assuming the 
benchmark is the annual risk of death that exists across the population (above), the contribution due 
to the built environment be estimated, and the influence of age and be taken into account.   

Returning the an earlier comment about comparability of data, it is worth noting that in the Risk 
Frontiers and Enright Consulting report (2015), age related mortality data were provided from New 
Zealand as an exemplar illustration. In that report, the mortality rates are significantly lower for a 10 
year old in New Zealand (10-5, as compared with 10-4 in Australia) as well as for infants (first months, 
10-3 in New Zealand, versus in 10-2 Australia).  Thus, this serves as an example that care should be 
taken in mixing data sets from different countries.   

Data regarding where people are dying, and if there are location-specific factors, is important as 
well. Table 2 shows registered deaths in the Australian states and territories.  

TABLE 2. DEATHS REGISTERED, States and territories - 2004, 2013 and 2014 
(Source: 

http://www.abs.gov.au/ausstats/abs@.nsf/Latestproducts/3302.0Main%20Features32014?opendocu
ment&tabname=Summary&prodno=3302.0&issue=2014&num=&view, Table 1.2, accessed 24  

February 2016)   
 

 2004  2013  2014(a)  2014  
State or territory of usual residence no. no. no. %  

 

 

New South Wales 46 440 50 396 52 320 34.1 
 

Victoria  32 522 35 916 38 042 24.8 
 

Queensland 24 514 27 901 28 704 18.7 
 

South Australia 11 629 12 804 13 262 8.6  
Western Australia 11 184 13 414 13 787 9.0 

 

Tasmania 3 892 4 444 4 476 2.9 
 

Northern Territory 893 1 097 1 168 0.8  
Australian Capital Territory 1 423 1 700 1 813 1.2  
Australia(b) 132 508 147 678 153 580 100.0  

 

(a) A new confidentiality method has been applied. See CHANGES IN THIS ISSUE (go to the 
Summary tab and then IN THIS ISSUE). 
(b) Includes Other Territories. 

Without exploring the statistics, it is supposed that the variation in percentage of deaths by state or 
territory is largely associated with population differences between the states and territories. 
However, it is noted by the ABS that “people living in Remote and Very remote areas had mortality 
rates 1.4 times as high as those people living in Major cities. Despite relatively high standards of 
health and health care in Australia, substantial mortality inequalities exist between population 
groups” (http://www.aihw.gov.au/deaths/, accessed 24 February 2016). This statement points to 
the impact that of socio-economic factors can have, in this case perhaps as related to access to 
medical care (or lack thereof), and the relationship between geographic location and socio-economic 
conditions. Such data point to shortcomings in assuming each individual, at any point in Australia, is 
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subject to the same level of risk of death.  In addition, there are also large-scale risks with have 
geographical relationships, such as natural hazards. This will be discussed in more detail below under 
the Societal Risk discussion.  

Another factor which is important to consider is that the risk to workers can be much different than 
the risk to others in the population. This may be due to the types of processes involved (e.g., cutting, 
grinding, producing combustible and explosive dusts), materials used (toxic or hazardous), type of 
work (e.g., mining or firefighting) and more. For this reason, many occupation health and safety 
regulations set exposure limits, sometimes time-based (e.g., certain parts per million (PPM) of 
material for an 8-hour exposure).  While such regulations are put into place to help minimize impact 
to workers, it is generally understood that workers are accepting some additional risk, with 
compensation coming as part of employment (see discussion above). As such, the risk to the public is 
typically lower than the risk targeted to the worker (e.g., see Jonkman et al., 2003; EMSA, 2013).  

While much of the above discussion focuses on the use of statistics, and it was pointed out that 
calculation of individual risk is detailed in the references, it is worthwhile to also understand how 
risk might be estimated from an environmental exposure perspective (broadly, environment being 
interior or exterior).  The following is excerpted with minor modification from the US Environmental 
Protection Agency (USEPA) website (http://www.epa.gov/risk/conducting-human-health-risk-
assessment). The intent is to illustrate a risk assessment process. While focused on environment, the 
process is broadly applicable to other risks as well. (See Annex B for more discussion on this 
approach.)  

FIGURE 6 – EPA RISK ASSESSMENT PROCESS (http://www.epa.gov/risk/conducting-
human-health-risk-assessment) 

 

The objective of Step 1 is to identify the types of adverse health effects that can be caused by 
exposure to some agent in question, and to characterize the quality and weight of evidence 
supporting this identification. The objective of Step 2 is to document the relationship between dose 
and toxic effect. The objective of Step 3 is to calculate a numerical estimate of exposure or dose. 
Exposure assessment is the process of measuring or estimating the magnitude, frequency, and 
duration of human exposure to an agent in the environment, or estimating future exposures for an 
agent that has not yet been released.  The objective of Step 4 is to summarize and integrate 
information from the proceeding steps of the risk assessment to synthesize an overall conclusion 
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about risk. Risk characterization conveys the risk assessor's judgment as to the nature and presence 
or absence of risks, along with information about how the risk was assessed, where assumptions and 
uncertainties still exist, and where policy choices will need to be made. Risk characterization takes 
place in both human health risk assessments and ecological risk assessments.  

The risk assessment process for other types of hazards should be similar. It is imperative to 
understand who is at risk, from what, where the data are, and what methods of assessment are 
appropriate. Much of the literature cited above as related to estimating individual risk in areas 
around hazardous facilities would need to go through a similar process. This is detailed in such 
guidance as from the chemical process safety industry (e.g., AIChE, 1989; 1999; TNO, 1999).  

Societal Risk 

The term ‘societal risk’ is often used when discussing risk associated with hazards or events that 
impact large geographical areas and therefore large numbers of people (e.g., natural hazards, such 
as earthquake and cyclone, or large technological hazard, such as open air chemical release). A 
widely cited representation of societal risk is the relationship between frequency and the number of 
people suffering from a specified level of harm in a given population from the realization of specified 
hazards (Jones, 1985).  

In much of the literature, societal risk is represented by an F-N curve,5 where generally F is the 
frequency of a particular hazard, event or type of event, and N is the number of fatalities, given that 
hazard, event or type of event (see for example, IChemE, 1985; AIChE, 1989; 2009; 2009a; Ale, 2005; 
HSE, 2009; Jonkman et al., 2003; EMSA, 2013; Arup and University of Queensland, 2015; Risk 
Frontiers and Enright Consulting, 2015). The seminal paper by Starr (1969) laid the foundation for 
the concept of the F-N curve, specifically the historical representation of frequency of events which 
result in certain numbers of fatalities. However, the of risk analysis allowed for F-N curves to be 
constructed using quantitative risk assessment (QRA) as a predictive tool as well (e.g., see AIChE, 
1989; 2009). In several countries a F-N criterion line is used to reflect the target level of ‘acceptable’ 
risk of various hazardous activities. These F-N criterion lines can be described with the following 
general formula: 1 − FN(x) < C/xn, where n is the steepness of the limit line and C the constant that 
determines the position of the limit line (Jonkman et al., 2003). A line with a steepness of n = 1 is 
called risk neutral. If the steepness n = 2, the standard is called risk averse (Vrijling and van Gelder, 
1997). In this case larger accidents are weighted more heavily and are thus only accepted with a 
relatively lower probability.  

Table 3 gives the values of the coefficients for some international standards, and F-N criterion lines 
for these data are shown in Figure 7 (Jonkman et al., 2003). 

5 With respect to representing ‘societal risks,’ the AIChE (2009a) notes that frequency and fatality curves may 
be plotted in either of two fashions: non-cumulative frequency basis, called f-N curves, where the value 
plotted on the y-axis is the discrete frequency of experiencing exactly N fatalities, or cumulative frequency 
basis. For these graphs, called F-N curves, the value plotted on the y-axis is the cumulative frequency of 
experiencing N or more fatalities. Since ‘societal risk’ data and criteria are more commonly expressed in terms 
of cumulative frequency, F-N representations are most often used. 
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TABLE 3 - SOME INTERNATIONAL F-N CURVE CRITERION LINES (STANDARDS) 
(Jonkman et al., 2003) 

Country n C Application  
UK (HSE) 1 10−2 Hazardous installations 
Hong Kong (truncated) 1 10−3 Hazardous installations 
The Netherlands (VROM) 1 10−3 Hazardous installations 
Denmark 1 10−2 Hazardous installations 

FIGURE 7 - SOME INTERNATIONAL F-N CURVE CRITERION LINES (STANDARDS) 
(Jonkman et al., 2003) 

 

While the F-N curve is widely used as an indicator of societal risk, it is worth noting that this is not 
universally agreed. Evans (2003; Evans and Verlander, 1997), for example, observes that F-N curves 
are themselves simply a means of presenting descriptive information about fatal accident 
frequencies and fatality distributions, and that determining where a ‘tolerability’ line is a judgment 
to be made by appropriate decision makers. F-N criterion lines, in themselves, do not meet the 
requirements for consistency in decision making under uncertainty. Additional discussion on Evan’s 
concerns is provided in Annex C.  

Based on these considerations, it is suggested that F-N curves should not be specifically represented 
as reflecting tolerable levels of societal risk; rather, it is suggested that F-N curves be used for 
reflecting the historical relationship between the frequency of events (hazards) which result in one 
or more fatalities per year, which can then be used to help establish the tolerable risk. This can be 
done across Australia in aggregate, by state or territory, or by specific locality (or for all of these). 
See, for example, the Risk Frontiers and Enright Consulting report (2015).  

In addition, F-N curves can be used, in concert with quantitative risk assessment, to estimate the 
likely frequency of events (hazards) which result in one or more fatalities per year, for probable 
events (hazards).  This is often seen in hazardous facility planning (e.g., see CCPS, 1985; 2009).  

This is not to say that outcomes of historical or probable F-N curves cannot be used to inform 
tolerable levels of societal risk, which is then used as the basis for performance requirements in the 
NCC; just that the historical curves be used to benchmark the current situation (policy neutral), and 
that probable representations of F-N curves to be used to help support whether proposed designs 
(codes changes, etc.) are not contributing significantly higher risk to society.  

6868



UHS – Risk Quantification Discussion Paper 

10 March 2016 25 Meacham 

The risk assessment process one would use for ‘societal’ hazards is broadly similar to risk assessment 
for individual hazards. It is imperative to understand who is at risk, from what, where the data are, 
and what methods of assessment are appropriate. Much of the literature cited above as related to 
creating F-N curves and estimating ‘societal’ risk in areas around hazardous facilities would need to 
go through a similar process. This is detailed in such guidance as from the chemical process safety 
industry (e.g., AIChE, 1989; 1999; TNO, 1999), health and safety legislation (e.g., HSE, 2009) and 
planning legislation (e.g., NSW, 2011).  

With respect to natural hazards, an approach widely used at present is the creation of hazard maps, 
using geographical information systems (GIS) and historical events, to help characterize the hazard, 
and apply probabilistic methods to estimate the risk to life (or loss of buildings or infrastructure, 
economic impact, etc.).  Generally speaking, such approaches have a hazard prediction component, 
which includes the GIS data and hazard data. They sometimes also included economic assessment 
models, which generally look at exceedance probabilities. The combined tools are sometimes 
referred to as catastrophe models, or cat-models (e.g., see for example discussion in Lloyds, 2014). 
Such models are widely used in the insurance industry, but also by governments (e.g., HAZUS in the 
US) and academic and research institutions (e.g., FIREAus, PerilAUS, and related databases and tools 
from Risk Frontiers). Such tools can be extremely helpful in understanding past losses and in 
estimating location-related future losses.  

An approach with widespread acceptance in the built environment is reliability-based design, which 
generally speaking considers the probability of a structure withstanding the expected load, given 
associated uncertainties and variability in the systems and environment.  The reliability-based 
approach is used, for example, in the ABCB Structural Reliability Verification Method (ABCB, 2015), 
the Eurocodes for Structural Design (and for various other building and infrastructure design areas), 
as well as other design areas (e.g., fire safety design (e.g., see Albrecht, 2012; 2014a; 2014b; van 
Straalen, 2014)). The use of reliability-based design has been identified as a potential means for 
design against a wide range of extreme events (e.g., see Ellingwood, 2015).  Although reliability-
based design is discussed here, it is applied on a facility-specific basis. This means it can be used for 
individual risk assessment as well.  
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Risks, Costs and Benefits 

Benefit-cost analysis is not the focus of this work. However, it is important to place the discussion of 
risk, particularly regulation as an approach to risk management (Otway, 1985) and tolerable levels of 
risk (or even tolerable performance) into the broader context, which includes discussion of benefits 
and costs of technology (e.g., buildings) and hazard mitigation to society.  

In the previous sections, it was observed that we do not live in a risk free world. All aspects of life 
have associated risk – some from technology (e.g., automobiles, chemicals) and some from the 
natural environment (e.g., fires, flooding). One aim of building regulation is to provide building 
occupants with an environment that reduces their risk by providing shelter, sanitary facilities, and 
the like (e.g., see Meacham et al., 2005; Meacham, 2010a). This has been significantly accomplished 
when one reviews loss history in countries with robust building regulations. In recent years, the 
recognition of solid building regulatory systems in facilitating disaster reduction has been recognized 
by a wide range of organizations, including the IPCC (2012), the UN Office for Disaster Reduction 
(http://www.unisdr.org/who-we-are) and its Global Platform for Disaster Risk Reduction 
(http://www.unisdr.org/we/coordinate/global-platform), and the International Federation of Red 
Cross and Red Crescent Societies to see articles, reports and papers on the benefits of building 
regulation in reducing risk.6  Overall, it is difficult to argue that building codes have not already 
significantly reduced risk to life in Australia and elsewhere in the world. 

However, for all their risk reduction benefit, buildings can still contribute marginally to risk. This is 
because it is impossible to control for all potential hazards, and allow buildings to be used in a 
manner suitable to the occupants. For example, we want electricity, but that poses a potential 
ignition hazard (from wiring to appliances). We want rugs on the floor, but they can pose tripping 
hazards (see Ashe and Ozanne-Smith, 2004). We rely on the building structural system to protect 
against most natural hazard events, but it is difficult to cost-effectively design all buildings against 
Category 5 cyclones. See discussion in Annex D regarding how risks can be added to systems 
designed to mitigate hazards.  

From a societal perspective, we understand there is a balance between how much money we can 
invest to reduce risk to a small level, as compared with how much damage we might tolerate, should 
a low probability event occur. We also understand there are limits to technological solutions, we 
accept regulatory solutions to help, and we accept that humans (who we cannot control) still 
present risks.  (Back to the car example: we tolerate the probability of an accident involving a car 
that can be damaged in an accident and might result in death as compared with driving tanks or not 
driving, we accept speed limits to help reduce the likelihood of accidents, and we unfortunately 
understand that some people will speed, lose control of their vehicle and cause accidents.)  It is no 
different for buildings. Society cannot afford to mitigate all risks to a negligible level through building 
technology (e.g., we cannot 100% eliminate the potential for ignitions if we provide electricity in 
buildings, allow people to cook, etc.), we use regulation to help (e.g., electrical installation 

                                                           
6 E.g., see USODR - Building codes saves lives – main message on anniversary of Chile earthquake and lesson 
learned from NZ (http://www.unisdr.org/archive/18139); International Federation of Red Cross and Red 
Crescent Societies - Accra tragedy shows that building code enforcement is critical to disaster risk reduction 
(http://www.ifrc.org/en/what-we-do/idrl/latest-news/disaster-law-newsletter-december-2012/accra-tragedy-
shows-that-building-code-enforcement-is-critical-to-disaster-risk-reduction-60485/)  
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standards), and we understand that the human factor can still present a risk (e.g., fires from chip 
pans, fires from smoking materials, etc.).  

In order to find some balance, often some sort of cost-optimization is undertaken. In brief, using 
fundamental economic theory, one could argue that the optimal level of risk is that at which the 
incremental or marginal cost of risk reduction equals the marginal reduction achieved in societal 
cost (see, for example, Morgan, 1990; Ramachandran, 1985).  This is illustrated in Figure 8.  

FIGURE 8. ECONOMIC CONCEPT OF OPTIMAL LEVEL OF RISK (Morgan, 1990) 

 

The primary reasons that this discussion is provide here are to clarify that: (a) while adequately 
designed, constructed and maintained buildings reduce risk to occupants, there will be some 
residual risk associated with the combination of systems and components which comprise the 
building and the use of the building by people (including bringing in potentially hazardous materials 
in the form of contents, which are unregulated, engaging is risky activities, such as smoking, climbing 
ladders, re-entering during a fire to search for people, pets or property, etc.), and (b) that the cost 
associated with reducing risk to a very low level can be extremely costly, with marginal benefits.   

The NCC, and the ABCB, cannot control all risks related to buildings. Some will be the purview of the 
enforcement officials (certifiers, others). Many will be related to occupant decisions and activities 
(e.g., contents, smoking, maintenance of appliances, etc.). However, the ABCB can set a reasonable 
limit, for example, the contribution of risk imposed by those features of new construction, which fall 
under the bounds of the NCC, shall contribute no more than 1% of age-specific risk of death that 
people face in general for individual risk, and no more than 1% of the risk reflected in F-N curves 
associated with past large-area impact events (natural and technological).  

For individual risk, referring to Figure 5,7 rough estimates of the risk of death from all causes for a 
female infant starts at about 10/1000 per year (10-2 per year) and declines quite rapidly; for 5-15 
year olds the risk drops to about 0.1/1000 per year (1x10-4); rises for 15 to 50 year olds to be on the 
order of 1/1000 per year (10-3 per year); and steady increases such that for an 80-year old, the risk is 

                                                           
7 http://www.abs.gov.au/ausstats/abs@.nsf/0/8D107FC8CC704456CA257943000CEDA6?opendocument, 
accessed on 24 February 2016 – NOTE: values are roughly estimated from the graph for exemplar purposes. 
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about 100/1000 per year (10-1 per year). These values can be considered the benchmark, or 
background individual mortality risk, which describes the risk profile of an Australian female 
throughout her life.  The aim, then, is to regulate such that risks imposed by materials, systems and 
features of new construction as regulated by the NCC do not add more than 1% of age-specific 
mortality risk.  

The target of 1% of background risk is drawn from the 1990s approach by the Dutch discussed 
above, where the life expectancy for 14-year-old children was highest, as reflected by a minimum 
death rate of 10-4 per year (similar to Australian data), so it was deemed that exposure to hazardous 
activity should be limited to only 1% of the already existing probability to die that year, or 10-6 per 
year (Pasman and Vrijling, 2003). Following the same approach, for existing buildings, the target 
would be that risks associated with buildings contribute no more than 10% of the background risk.  

While there are many other ways to look at setting a tolerable risk criterion (or criteria), including 
picking an average value across the population (e.g., see discussion and values in Jonkman et al., 
2003; EMSA, 2013; Arup and University of Queensland Report, 2015; Risk Frontiers and Enright 
Consulting Report, 2015), it is not clear that those approaches apply equally across the population 
(e.g., setting an individual risk target of 10-5 per year is much easier in concept to reach for someone 
whose background risk is at 10-4 per year than for someone at 10-1 per year). By contrast, in taking 
the approach of regulating for a target additional contribution of 1% above the background risk, by 
age, the outcome is an equitable distribution (1% for everyone), and the vulnerability of key 
population groups – the very young and the very old – are taken into account. In addition, the costs 
to society are more practicable.  

To the first point, if a single criterion was selected, say 10-5 per year, that would mean the risk of 
death for an 80 year old person, due to contributions of a new building, would be 4 orders of 
magnitude below the risk of death by all other means. Another way to look at it is that the 
protection measures built into the buildings (fire, slips, falls, structural, health) would have to be 
such that probability of death due to failure of any associated system, which could be shown to 
result in death, would have to be 10-5 per year, taking into account the mobility of the person, their 
susceptibility to hazards, reliability of safety systems, and the like. Considering the relationship in 
Figure 4 above, the cost to reduce this overall risk of death by 4 orders of magnitude, by provisions 
in the building, would be significantly high, and far from optimized from a net-social benefit 
perspective: it is simply not practical to reduce the risk of death to this population group so much 
just through building-related measures (which is why we rely on human intervention as well, such as 
caregivers).  

By taking an approach with a target 1% (0.01) of the background risk, for persons older than 80, the 
risk contributed by the building would not be expected to be more than 1x10-3: two orders of 
magnitude larger than if the target were 1x10-5. (For those in the 15-45 age bracket, the building-
related risk would about 1x10-5, while for infants the target would be 1x10-4, and for young children 
1x10-6.) While some might say 1x10-3 for elderly is too high (too much risk), it should be understood 
that the ability of the person to respond (to alarms, to odors, to another person), to move, to 
withstand the hazard, is already much lower than for say a 30 year old, so the individual 
characteristics have to be taken into account.  
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Likewise, concern might be noted relative to infants. However, for infants, the primary means of risk 
mitigation is the caregiver (parent, guardian, nurse, …). Infants cannot protect themselves from 
many risks (other than buildup of immunity to sickness and disease). They cannot move themselves. 
They cannot articulate their needs. There are few features, materials or systems that can be 
integrated into a building which, without additional intervention of a caregiver, can significantly 
mitigate risk. Thus, the tolerable risk target is based more on the caregiver, who if is ‘safe’ can 
mitigate the risk to the infant.  As such, the same protection measures might be needed to reduce 
the additional risk to no more than the target 1%. As such, this means that in buildings in which the 
very young and the very old might constitute a significant percentage of the population, and for 
which there are adult caregivers, the facility has to be designed to protect all with a target of no 
more than 1% of background risk, which would mean extra protection for day care for young 
persons, extra protection for facilities for the elderly, and so forth.  

In considering societal risk, the situation is similar. If one were to establish a single F-N criterion line, 
and apply it uniformly, that would mean either that some areas could be significantly over-
protected, or some could be significantly under-protected. Consider cyclone related risk. If all 
buildings were to be designed such that the risk to life is benchmarked against a location where 
there is a high likelihood of severe cyclones, then all buildings in non-cyclone areas would have to 
meet the same standard. This would mean significant cost for little benefit over a large area. It is not 
how it is done today, and should not be adopted going forward. Rather, by looking at location-
specific risks (to individual and large populations, i.e., society), and establishing targets for those 
areas, wherein no more than 1% of the background risk is contributed by new construction, and no 
more than 10% of the background risk is contributed by existing buildings, a more equitable and 
cost-effective outcome will be realized. This approach also reflects the difference in risk-cost-benefit 
relationship between new construction and existing: it is generally more cost effective to implement 
risk mitigation measures when designing and constructing a new building as compared to retrofitting 
an existing building.  

The approach of benchmarking societal risk at 1% (or 10%) above background F-N criteria holds for 
risks to large populations in a single building, such as from fire, chemical release or explosion, as well 
as to large numbers of people distributed over a large area, such as for natural hazards. As discussed 
earlier in the paper, society is generally more averse to large life loss events than single life loss 
events. As such, an F-N curve is applicable for fire in a building, in which large numbers of people are 
present. This is why, historically, there have been more safety measures required for places of 
assembly, or for tall buildings. In this case, like with natural hazards, the risk associated with the 
building features should contribute no more than 1% (or 10%) of the societal risk (in terms of 
historical F-N representations). The risk will change as the occupancy changes, e.g., stadium, daycare 
center, high-rise building, hospital or nursing home. For buildings with more lives at risk, the cost-
optimal line typically allows for more installed safety measures than when the risk is lower.  

Ultimately, such societal risk targets are needed in addition to individual risk targets specifically to 
address those risks associated with hazards that impact large areas and/or large numbers of people, 
since in these cases the risk to large numbers of people is the critical factor.  
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Roadmap for Quantification of Health and Safety 

In order to help further move the NCC to a position where all health and safety performance 
requirements are quantified, and to provide a common basis for establishing the performance 
measures across the different regulated areas, it is therefore proposed that a regulatory benchmark 
be set such that the maximum contribution to risk to life, as related to all building features regulated 
by the NCC, be no more than 1% of the background risk for new construction and no more than 10% 
of the background risk for existing buildings.  

For use in benchmarking in the NCC, background risk will be associated with both individual and 
societal risks. For individual risks (i.e., health hazards, localized safety hazards), the benchmark is the 
historical age-based individual mortality risk as generally reflected in ABS data, to be further 
characterized by ABCB with respect to building-related contributions. For societal risks (e.g., large 
area events – natural hazards, potential events associated with hazardous facilities), the benchmarks 
are the historical F-N curves for these events. The F-N curves outlined in the Risk Frontiers and 
Enright Consulting report (2015, Figure 32) provide a first order characterization. Additional 
characterization will be needed to refine the values as associated with respect to building-related 
contributions. 

With respect to individual risk of death, it is proposed that a current representation of age-specific 
mortality rates be used as background risk (such as reflect in Figure 5 and shown here again below). 

 

The purpose of this is to baseline the current level of risk, by age group, across the Australian 
population. This baseline will be needed to assess in more detail the contribution to mortality from 
hazards associated with regulated areas of the NCC, and to properly calibrate for risk to life as 
associated with age (and potentially other vulnerabilities).   

Based on crude analysis (as outlined earlier in the report), the annual risk of death for a newborn is 1 
in 100 (10-2: an order of magnitude higher than a middle-aged adult) the annual risk of death for a 10 
year old is about 1 in 10,000 (10-4: an order of magnitude lower than a middle-aged adult), the 
annual risk of death for a middle-aged adult (roughly 15-50) is about 1 in 1000 (1x10-3), and the 
annual risk of death for an 80-year old is about 1 in 10 (1x10-1: two orders of magnitude higher than 
a middle-aged adult).   
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Using these data as a benchmark are important so that, to the extent possible, each person in 
Australia is protected to the same level by the provisions in the NCC (i.e., exposed to no more risk by 
any hazard than anyone else), regardless of age.  

As noted previously, however, more detail is needed on age-specific mortality rate, in particular to 
understand more specifically the contributions from the built environment, taking out non-
contributing factors. An example of the additional level of risk characterization needed can be seen 
in the Monash University report on slips, trips and falls (Ozanne-Smith et al., 2008), as well as the 
Ashe and Ozanne (2004) paper. To the latter, the issue of intrinsic versus extrinsic factors is of 
concern, where extrinsic factors are those which might be associated with the building. If intrinsic 
factors are not taken out of the assessment of risk contribution by the building, the benchmarking 
would be off. In addition, consideration might be given to differences between workers and visitors 
to a building (or people at home), understanding that occupational health and safety risk tolerance 
levels are typically higher than risk tolerance levels for the general public (e.g., see EMSA, 2013).  

With respect to societal risks, the approach of no more than 1% (and 10%) of background risk will 
apply as well; however, location will play a role in the establishment of benchmark levels. For 
example, in order that all persons are exposed to no more than 1% (or 10%) of background risk from 
contributions of the built environment, buildings constructed in earthquake prone areas will be 
required to be ‘higher performing’ to maintain the maximum allowable risk level across a 
population. Similar is true for cyclones and other natural hazards, which are location specific. 
Fortunately, this approach is already built into structural design practice. Likewise, this approach is 
built into planning around hazardous facilities (e.g., see NSW, 2011).  

In these cases, instead of age-specific mortality rates, F-N curves based on historical data can be 
used to establish benchmark levels. As such, these will reflect a policy-neutral level of risk / 
performance as exists today. Examples of how this benchmarking can be accomplished can be found 
in the Risk Frontiers and Enright Consulting report (2015).  

Once the benchmarking is complete, or concurrent with it, guidance can be developed on how to 
assess the individual and societal risk contribution associated with the regulated areas of the NCC. 
An exemplar risk assessment approach for health hazards is provided in Annex B. An exemplar 
approach for individual safety hazards can be found in Ozanne-Smith et al. (2008). An exemplar risk 
assessment approach for hazardous facilities can be found in NSW planning guidance (NSW, 2011). It 
is not the role of ABCB to define such methods; however, these examples are provided for industry 
to use as guidance.  

To summarize, the steps required to advance this concept include: 

• Establish as a regulatory benchmark that the maximum contribution to risk to life, as related to 
all building features regulated by the NCC, be no more than 1% of ‘background’ risk for new 
construction and no more than 10% of ‘background’ risk for existing buildings, where 
‘background’ individual risk is reflected in the ABS age-specific mortality rate data, and 
‘background’ societal risk is reflected in historical F-N data based on type of hazard. 

• Specifically define NCC-regulated health and safety performance requirements of concern. 
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• Explore in more detail the age-specific mortality risk baseline and contribution from the built 
environment, confirming baseline values and describing how 1% and 10% values are calculated. 

• Explore in more detail the F-N curves for societal risks, benchmarking current risk levels, and 
describing how 1% and 10% values are to be calculated. 

• Establish the relative contribution of risk, from each regulated area, to the maximum (or, at a 
minimum, establish a procedure for doing so, as this will be required to check designs). 

• Develop guidance documents on use of approach for setting performance requirements. 

• Develop guidance documents on use of approach for design. 

• Develop guidance documents on use of approach for material / system performance 
assessment. 

• Develop educational materials and programs. 

• Identify minimum (core) competency for practitioners to work with this approach. 

Additional requirements associated with these steps are provided in the infrastructure / governance 
discussion below. 
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Infrastructure and Governance  

In order to progress the use of risk as a basis for quantifying health and safety performance in the 
NCC as outlined in this report, a number of infrastructure and governance issues are needed.  

Clear indication of risk as a foundational regulatory metric. The use of risk as a basis for 
quantification of health and safety performance criteria – and as a basis for integrated performance 
assessment of buildings – needs to be clearly stated in the NCC, and reflected as a foundational 
principle in supporting documents. This is as important as the clarity and messaging around the NCC 
being a performance-based code. Specifically, it should be stated in the code that going forward, it 
shall be a regulatory benchmark of the NCC that establishment of performance requirements 
(criteria) for use in demonstrating compliance with the NCC shall be based on the premise that the 
maximum contribution to risk to life, as related to all building features regulated by the NCC, be no 
more than 1% of ‘background’ risk for new construction and no more than 10% of ‘background’ risk 
for existing buildings, where ‘background’ individual risk is reflected in the ABS age-specific mortality 
rate data, and ‘background’ societal risk is reflected in historical F-N data based on type of hazard.  

It is recommended that the above statement, or one of a similar nature, be incorporated into the 
NCC, ideally in Part A, perhaps as a new statement under A.0.1, for example (new text underlined):  

Detailed assessment and characterization of baseline data. Prior to, or at least concurrent with, 
implementation of the above change, the required characterization of the age-based mortality rate 
data and historical F-N data for large-scale events should be completed, so as to provide the 
evidential justification for use in establishing this regulatory requirement, as well as to serve as a 
basis for guidance document on analysis approaches which are suitable for demonstrating 
compliance with these requirements as part of the building design process.  

As noted in the Roadmap, this will involve exploring in more detail the age-specific mortality risk 
baseline and contribution from the built environment, confirming baseline values and describing 
how 1% and 10% values are calculated, exploring in more detail the F-N curves for societal risks, 
benchmarking current risk levels, and describing how 1% and 10% values are to be calculated, and 
establishing the relative contribution of risk, from each regulated area, to the maximum (1% / 10% 
of background). Work in some areas, such as slips, trips and falls (Monash, 2008), may already serve 
as a suitable basis for particular areas. However, similar work in areas of health effects, fire risk, and 
risk from natural hazards, for example, is needed (e.g., see approach in the Risk Frontiers and Enright 
Consulting report (2015) for additional examples). Such data are needed to assure proper 
characterization of the risk targets, to serve as a basis for assessing the contribution of building 
components to individual and societal risk, and to serve as a basis for undertaking analyses and 
designs for buildings, and the review of the designs for compliance with the NCC.  

Compliance with the NCC is achieved by satisfying the Performance Requirements. The basis for 
health and safety performance requirements in the NCC is that the maximum contribution to risk 
to life, as related to all building features regulated by the NCC, be no more than 1% of 
‘background’ risk for new construction and no more than 10% of ‘background’ risk for existing 
buildings, where ‘background’ individual risk is reflected in the ABS age-specific mortality rate 
data, and ‘background’ societal risk is reflected in historical F-N data based on type of hazard. 
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New language around assessment methods. When implemented, this approach will require the use 
of analysis and verification methods which may not be familiar to all stakeholders. Analyses will need 
to demonstrate that the total contribution of risk from regulated features, materials, components 
and systems, will in total not exceed a contribution to life risk of more than 1% of the background 
risk. As will be discussed below, it is expected that new methods of analysis will be needed, along 
with guidance on their use and application. It is difficult to predict exactly what form the guidance 
will take, but a potential modification to A.0.5 might be (new text underlined): 

 
Note that in addition to requiring that a design in benchmarked against the risk target, that such a 
requirement shifts the focus to demonstrating that the building – at the time of approval for 
occupancy – is the benchmark. Something to this affect is necessarily to adequately incorporate the 
responsibility for assuring that the materials, components and systems actually used in construction 
of the building are factored into the risk assessment and ultimate approval of the building. 

New assessment methods and additional data. At present, it is understood that the majority of 
approaches used to demonstrate compliance with the NCC are deterministic. While many 
deterministic methods can still be used in the future, they will need to be risk-informed, and the 
total contribution to risk, which results from the final building (as approved for occupancy), will need 
to be assessed. This will likely require new analysis / verification methods in each regulated area. It 
will also require an integrated risk verification method, which is able to consider the whole of the 
final building, and its expected performance, on the contribution to the maximum 1% of background 
risk metric.  

This need should facilitate outreach to expertise not typically considered in building design, so as to 
take advantage of their knowledge, expertise, data, tools and methods. This might include: 
toxicologists, epidemiologists, ergonomists, public health officials, and others in the medical 
professions; sociologists, psychologists, data scientists and others from the social sciences; risk 
analysts, material scientists, environmental engineers and others from the scientific and engineering 
communities, in addition to structural, mechanical, fire, electrical, plumbing and other engineers, 
structural engineers who may be more typically involved.  

These groups would be able to advise on a number of required issues, including: availability, form 
and format of required data, what is needed to collect appropriate data, and how to treat 
uncertainty and variability in the date; acceptable methods for analysis, prediction and design given 
the risk target, the data, the building and the population; identification and treatment of uncertainty 
and variability in data, populations, analyses and design; development of verification methods for 
design and review based on the above, and development of application examples, education and 
training material.  

The following Assessment Methods, or any combination of them, can be used to determine that 
a Performance Solution or a Deemed-to-Satisfy Solution complies with the Performance 
Requirements by demonstrating that the total contribution of risk to life resulting from the final 
building, as approved for occupancy, is no more than 1% of ‘background’ risk for new 
construction and no more than 10% of ‘background’ risk for existing buildings, where 
‘background’ individual risk is reflected in the ABS age-specific mortality rate data, and 
‘background’ societal risk is reflected in historical F-N data based on type of hazard. 
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Political, industry and consumer support. Ultimately, buy-in from the sector is needed across all 
levels. This ranges from agreement on the use of risk as a basis for performance at the front end, all 
the way to integrated assessment tool, and the data upon which it is based, for demonstrating 
compliance of the constructed building at the time of occupancy. Many processes are in place to 
facilitate these steps already, including various Committees (Ministerial, ABCB, industry working 
groups, etc.), a robust RIS and Consultation process, and robust training programs. It might, 
however, require outreach to new partners, such as the Australian Bureau of Statistics (ABS), the 
medical profession, and others as identified above, so as to facilitate obtaining the necessary 
support from such groups on the efficacy of the approach, the data used as a basis, the methods of 
analyses, and so forth.  

New / modified educational programs and professional qualifications. Given that this approach will 
be unfamiliar to many, their will need to be significant emphasis on education – not only for 
professionals already working in the sector – but perhaps more importantly, to train a new 
generation of practitioners through the university education system. While knowledge, tools, and 
techniques for much of what will be required is already taught in several disciplines (e.g., reliability / 
risk-based design in structural engineering, toxicology in medical and environmental sciences, data 
identification and treatment in many fields), not all disciplines will have core material on needed 
subjects, which will require the educational programs to shift. This is expected to take some time, 
but will be needed for long-term success.  
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Development and Implementation Timeline 

With respect to timeline, the full implementation of such as approach will take several years, 
perhaps as long as a generation with respect to changes to educational programs and resulting 
graduates entering into practice with the full scope of required skills. However, there are many 
aspects which can be accomplished in a much shorter timeframe.   

In the short term, it is needed to agree to take this concept forward as a basis for performance 
quantification, and to develop the data sets for individual and societal risk which will be the 
benchmarks. In addition, the specific performance requirements, for which this approach applies, 
will need to be identified. Next steps would be to establish the relative contribution of risk, from 
each regulated area, to the maximum (or, at a minimum, establish a procedure for doing so, as this 
will be required to check designs) and begin work on guidance / verification methods.  

Identification of test projects, such a major projects of national interest, on which to apply the 
approach, and application of the risk-informed approach, would be then helpful to raise confidence 
amongst stakeholders. These might be large projects, where the resources are available to test 
concepts with adequate expert review. Learning from these projects can be used to refine concepts, 
if needed, and feed into training and educational material, as well as helping to define minimum 
competencies for those in across the sector (e.g., designers, manufacturers, certifiers) who will work 
with these methods. Full implementation across all buildings / all areas regulated by the NCC, would 
come when a suitable confidence level is reached.  
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Benefits of Quantifying Risk for Use in the National Construction Code  

There is a wide array of benefits for quantifying the mortality risk which currently exists in Australia 
as a basis for quantifying performance requirements in the NCC, in particular for selecting one value 
for new construction (maximum total contribution of 1% above the background risk) and one value 
for existing buildings (maximum total contribution of 10% above the background risk).  

This approach provides a common benchmark for all health and safety provisions in the NCC, which 
can be used for individual areas (e.g., fire) and in aggregate (e.g., all hazards). At present, it is not 
specifically known what building features, contribute what components of risk, or how they work in 
concert to amplify or attenuate the risk (e.g., additional insulation may help an energy requirement 
that facilitates a reduction in health risk, but if the insulation is combustible, it may increase fire 
risk). A single, common metric allows all contributors to the risk to be assessed, compared, and 
balanced in order to achieve safe and well-performing buildings. 

This approach facilitates the expansion of expertise into addressing risks in the built environment. 
This effort will require working with, and drawing on the expertise and experience, of a much 
broader set of disciplines than is typically thought of with respect to buildings. This includes 
toxicologists, epidemiologists, ergonomists, public health officials, and others in the medical 
professions; sociologists, psychologists, data scientists and others from the social sciences; risk 
analysts, material scientists, environmental engineers and others from the scientific and engineering 
communities, in addition to structural, mechanical, fire, electrical, plumbing and other engineers, 
structural engineers who may be more typically involved, along with architects, building surveyors, 
manufacturers and related stakeholders.  

This approach is policy-neutral from the perspective of not adding additional performance 
requirements to the NCC. Rather, it clarifies the existing performance based on objective data. Going 
forward, it can be used to assess future proposed changes to the NCC from a common basis as well 
(whether future decisions are to remain policy neutral or not). 

Implementation of this approach will facilitate innovation by providing clear and objective means of 
assessing the performance of new materials, systems and methods of construction in buildings. For 
any combination of materials and systems, in the context of a final design, the relative contribution 
to health and safety risk can be assessed, and can serve as the basis for risk mitigation decisions 
where appropriate (e.g., balances potentially competing objectives).  

The range of innovation, and how it can be used to reduce risk and better understand performance, 
is tremendous. At present, we arguably do not know the health and safety condition of buildings or 
their occupants. We do not know when some aspect of the building poses a hazard, or any attribute 
of the occupant which may present a unique vulnerability. Emergency responders and others could 
benefit greatly by such knowledge. In reality, this is not far away. The use of new and varied sensor 
technology, advances in communication technology, data storage and processing, and provision of 
information for decision-making is rapidly increasing. One need only look at advances in ‘smart 
buildings’ (http://www.raeng.org.uk/publications/reports/raeng-smart-buildings-people-and-
performance), ‘smart cities’ (http://www.ibm.com/smarterplanet/us/en/smarter_cities/overview/ 
and https://www.be.unsw.edu.au/research-centres-and-clusters/smart-cities/about-us) and ‘smart 
firefighting’ (http://www.nfpa.org/research/fire-protection-research-foundation/projects-reports-
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and-proceedings/current-projects/developing-a-research-roadmap-for-the-smart-fire-fighter-of-the-
future) to see not only what is possible, but what is already happening.  

Specifically with respect to risk, the Fire Department of New York City (FDNY) created an analytics 
division, and using big data, developed a risk management tool called FireCast (e.g., see 
http://nationaluasi.com/dru/2014%20Presentations/FDNY_FireCast_UASI_2014-5-22.pdf) to help 
them identify at-risk buildings. Using their own data, as well as data from the Buildings Department 
and other sources, they look at fire history, inspection history, reports of issues, and are able to rank 
buildings most at risk, and target them for action. 

Similar is possible with buildings. Consider technology like CO sensors. Not only can they be used to 
detect potential fires, they can be used to assess unhealthy (and unsafe) environments, and tied to 
other smart systems, open windows or engage ventilation systems, all while notifying emergency 
responders. Web cameras can be used to identify fuel packages and location, track smoke and fire 
spread, and the like. Embedded sensors in structural systems indicate structural health – leading to 
preventive maintenance. With such systems, data can be collected on risk factors in buildings – 
which can be used to help refine designs – but immediate hazards and risks can be dealt with real 
time (or almost real time). Over the years, the monitoring of hazards and risk indicators can help 
reduce the risk to life in buildings. The possibilities are enormous.   

The use of risk as a basis for decision-making is consistent with other regulated areas in Australia, 
such as workplace safety, environmental protection and hazardous facility siting. It takes advantage 
of assessment approaches that are widely used and accepted, and is based on objective data.  

This approach can provide significant benefit for works on existing buildings, from providing a 
common benchmark (10% above background risk) to providing for clear guidance on how to balance 
risk mitigation and other objectives when undertaking modifications to existing buildings.   

The approach provides tools for building certifiers, the fire service, insurance companies, corporate 
bodies and others to audit the delivered performance of new construction, and to assess the health 
and safety performance of existing buildings.  

This approach also allows for better understanding and accommodation of safety management 
principles and systems within building design and operation. 

By embracing this approach, Australia will be the global leader in the development and 
implementation of a building code structure that facilitates innovation while achieving the objectives 
of having a simple, transparent and common basis for describing, quantifying and assessing the 
performance across all health and safety provisions of the code. This new approach will set the 
course for the next generation of building codes worldwide. Furthermore, as the required 
supporting guidance, data, tools and methods for analysis and design are developed for use within 
the system, and building industry professionals become experienced working within the system, 
Australia will become a global source of expertise in risk-informed performance-based analysis and 
design, following the footsteps of Australia being a leading global leader in performance-based fire 
safety engineering, where outcomes of the Warren Centre project and the Fire Code Reform Centre 
are still being used, including the International Fire Engineering Guidelines.  
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Summary 

It is proposed that a regulatory benchmark be set such that the maximum contribution to risk to life, 
as related to all building features regulated by the NCC, be no more than 1% of the ‘background’ risk 
for new construction and no more than 10% of the ‘background’ risk for existing buildings. As used 
here, background risk is associated with both individual and societal risks, where for individual risks 
(i.e., health hazards, localized safety hazards), the benchmark is the historical age-based individual 
mortality risk as generally reflected in Australian Bureau of Statistics (ABS) data, and for societal risks 
(e.g., large area events – natural hazards, potential events associated with hazardous facilities), the 
benchmarks are historical F-N curves for these events. 

To advance this concept, and embody the risk target in the NCC, a set of research, development, and 
regulatory / infrastructure tasks have been defined.  

There is a wide range of benefits to this approach: 

• It provides a common benchmark for all health and safety provisions in the NCC, which can be 
used for individual areas (e.g., fire) and in aggregate (e.g., all hazards).  

• It facilitates the expansion of expertise into addressing risks in the built environment, as it will 
require working with, and drawing on the expertise and experience, of a much broader set of 
disciplines than is typically thought of with respect to buildings.  

• It is policy-neutral from the perspective of not adding additional performance requirements to 
the NCC. Rather, it clarifies the existing performance based on objective data. Going forward, it 
can be used to assess future proposed changes to the NCC from a common basis as well 
(whether future decisions are to remain policy neutral or not). 

• It’s implementation will facilitate innovation by providing clear and objective means of assessing 
the performance of new materials, systems and methods of construction in buildings. For any 
combination of materials and systems, in the context of a final design, the relative contribution 
to health and safety risk can be assessed, and can serve as the basis for risk mitigation decisions 
where appropriate (e.g., balances potentially competing objectives). 

• The range of innovation, and how it can be used to reduce risk and better understand 
performance, is tremendous.   

• The use of risk as a basis for decision-making is consistent with other regulated areas in 
Australia, such as workplace safety, environmental protection and hazardous facility siting. It 
takes advantage of assessment approaches that are widely used and accepted, and is based on 
objective data.  

• This approach can provide significant benefit for works on existing buildings, from providing a 
common benchmark (10% above background risk) to providing for clear guidance on how to 
balance risk mitigation measures that may need to be implemented when undertaking 
modifications to existing buildings.  
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• The approach provides tools for building certifiers, the fire service, insurance companies, 
corporate bodies and others to audit the delivered performance of new construction, and to 
assess the health and safety performance of existing buildings.  

• This approach also allows for better understanding and accommodation of safety management 
principles and systems within building design and operation. 

By embracing this approach, Australia will be the global leader in the development and 
implementation of a building code structure that facilitates innovation while achieving the objectives 
of having a simple, transparent and common basis for describing, quantifying and assessing the 
performance across all health and safety provisions of the code. This new approach will set the 
course for the next generation of building codes worldwide. Furthermore, as the required 
supporting guidance, data, tools and methods for analysis and design are developed for use within 
the system, and building industry professionals become experienced working within the system, 
Australia will become a global source of expertise in risk-informed performance-based analysis and 
design, following the footsteps of Australia being a leading global leader in performance-based fire 
safety engineering, where outcomes of the Warren Centre project and the Fire Code Reform Centre 
are still being used, including the International Fire Engineering Guidelines. 
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Annex A – Comments on Previous Work 

The Arup and University of Queensland report (2015), referred to as the Arup report, presents a 
collection of data from a variety of sources on individual and societal risk definitions, quantification 
and implementation in regulation. While many of the concepts are sound, several sources are non-
peer review articles (magazine, conference), and therefore difficult to accept as suitably robust.  In 
addition, some key data, such as background risk in Australia, appear to be incorrectly cited, making 
it difficult to confirm.8 In addition, there are concerns with the construction of the F-N curves, as 
highlighted in the Risk Frontiers and Enright Consulting report (2015), referred to as the Risk 
Frontiers report (discussed further below). Overall, a more robust data might be needed for 
regulatory purposes, depending on what information is ultimately published, in what format, and for 
what purpose (e.g., exemplar vs. basis).  

The Risk Frontiers report also addresses individual risk and societal risk, focusing more extensively 
on construction of F-N curves based on their natural hazards database and prediction models.  This 
report also uses a different definition and approach to representation of the F-N curve than does the 
Arup report. The difference is not unexpected, since the literature identifies different 
representations of F-N curves and means to construct them. 

For example, the Center for Chemical Process Safety (CCPS, 2009) notes that societal risks may be 
plotted in either of two fashions: 

• Non-cumulative frequency basis: For these graphs, called f-N curves, the value plotted on 
the y-axis is the discrete frequency of experiencing exactly N fatalities. 

• Cumulative frequency basis: For these graphs, called F-N curves, the value plotted on the y-
axis is the cumulative frequency of experiencing N or more fatalities. 

The difference between ‘f-N’ and ‘F-N’, as used here, is not articulated in either the Arup or Risk 
Frontiers report, or in much of the literature. This can lead to confusion. 

In addition, there is a difference whether one is constructing a curve based on past events, or if the 
curve is an outcome of some quantitative risk assessment (QRA) or probabilistic risk assessment 
(PRA) exercise.  (This is discussed a bit further below as well.)  

With this in mind, the F-N curves from Risk Frontiers should be helpful in understanding the life loss 
history in Australia for a wide range of events.  In addition, the individual risk data are helpful. 
However, it is unfortunate that F-N curves were not developed for specific hazards with large life 
loss experience, such as fire (which could be broken down into buildings, vehicles, external 
exposures (including bushfire) and/or others, as appropriate), or even exposure to chemicals (off-
gassing from building materials / contents), mold or other, as specific to the built environment.  The 
‘snow’ data are interesting, as I would have expected snow as a natural hazard. It is not clear what 
the precipitating event was in the ‘snow’ data presented.  

                                                           
8 The following is stated in the Arup report: “Using death statistics from the Australian Institute of Health and 
Welfare for 2000 to 2011, the risk of death from external causes for an average Australian is calculated to be 
4E-4 per year [4]” Reference [4] is W. Witt, “Seveso III and the Problem of Industrial Risk Criteria in the 
European Union,” Technische Sicherheit, 2013. This is a non-reviewed, industry publication, which does not 
cite Australian statistics.  
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Underlying the data presented in each report is a need to be clear on what exactly the data 
represent, and how they might be used for regulatory development.  

Individual Risk and Societal Risk 

In the Arup and Risk Frontiers reports, the concepts of individual risk and societal risk are related to 
risk of death due to an event. How each is estimated vary by report, albeit the individual risk 
measure is similar: 

Arup: In principle, individual risk is the total frequency of all significant events from a hazard to 
one person at a given location. In principle, societal risk is a profile of the cumulative frequency 
of all significant events from a hazard that will result in a certain number of fatalities.  

Risk Frontiers (from the Institution of Chemical Engineers (IChemE)): Individual risk is the 
frequency at which an individual may be expected to sustain a given level of harm from the 
realization of a specified hazard. Societal risk is the relationship between frequency and the 
number of people suffering from a specified level of harm in a given population from the 
realisation of specified hazards. 

The two reports differ on each definition. Developing definitions that can be agreed by those parties 
involved is important, and will be necessary for moving forward. However, a potentially more 
concerning issue is the appropriateness of the measures relative to the scope of the National 
Construction Code (NCC), the range of occupant characteristics, the range of building construction 
and performance expectations, and the wide range of weather, climate and seismic conditions 
(location specific). Likewise, it is important to have an agreed approach for determining how to set 
‘tolerable’ levels of risk (which is not necessarily the same as extracting historically tolerable levels of 
risk).     

Both the Arup and Risk Frontiers reports use the terms ‘acceptable risk’ and ‘tolerable’ risk, and 
largely they agree with the concept that to be ‘accepted,’ a risk has to be well-characterized, 
understood by the party(ies) involved and actively embraced, and that many risks are simply 
‘tolerated’, either through ignorance, trust or other mechanisms (e.g., see discussion by Slovic, 1987; 
Kasperson, 1983; Kahneman and Tversky, 1974, and others).  

Each report suggests ‘tolerable’ risk may be appropriate for use in regulation, citing other regulated 
entities which have done so. As noted in the body of this report, it is recommended that a more 
hybrid approach is needed: one that looks to past data to ascertain what has been tolerated in past, 
set a benchmark level of 1% (and 10%) of the risk, and solicit input on the level(s) through 
consultation. That being said, the F-N curves, and the location-specific ‘risk’ maps for earthquake 
hazards, as provided in the Risk Frontiers report, are approaches that would be helpful in 
benchmarking societal and individual risk posed by natural hazard events.  
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Annex B – USEPA Risk Assessment Approach 
The following is excerpted with minor modification from the US Environmental Protection Agency 
(USEPA) website (http://www.epa.gov/risk/conducting-human-health-risk-assessment). 

A human health risk assessment starts with a good plan. There is a need to make judgments early 
when planning major risk assessments regarding the purpose, scope, and technical approaches that 
will be used. To start, risk assessors will typically ask the following questions: 

Who/What/Where is at risk? 

• Individual
• General population
• Lifestages such as children, teenagers, pregnant/nursing women
• Population subgroups - highly susceptible (for example, due to asthma, genetics, etc.) and/or

highly exposed (for example, based on geographic area, gender, racial or ethnic group, or
economic status)

What is the environmental hazard of concern? 

• Chemicals (single or multiple/cumulative risk)
• Radiation
• Physical (dust, heat)
• Microbiological or biological
• Nutritional (for example, diet, fitness, or metabolic state)
• Socio-Economic ( for example, access to health care)

Where do these environmental hazards come from? 

• Point sources (for example, smoke or water discharge from a factory; contamination from a
Superfund site)

• Non-point sources (for example, automobile exhaust; agricultural runoff)
• Natural sources

 How does exposure occur? 

• Pathways (recognizing that one or more may be involved)
o Air
o Surface Water
o Groundwater
o Soil
o Solid Waste
o Food
o Non-food consumer products, pharmaceuticals

• Routes (and related human activities that lead to exposure)
o Ingestion (both food and water)
o Contact with skin
o Inhalation
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o Non-dietary ingestion (for example, "hand-to-mouth" behavior)

What does the body do with the environmental hazard and how is this impacted by factors such as 
age, race, sex, genetics, etc.?) 

• Absorption - does the body take up the environmental hazard
• Distribution - does the environmental hazard travel throughout the body or does it stay in

one place?
• Metabolism - does the body break down the environmental hazard?
• Excretion - how does the body get rid of it?

What are the health effects? 

• Example of some health effects include cancer, heart disease, liver disease and nerve
disease.

How long does it take for an environmental hazard to cause a toxic effect? Does it matter when in a 
lifetime exposure occurs? 

• How long?
o Acute - right away or within a few hours to a day
o Subchronic - weeks or months (for humans generally less than 10% of their lifespan)
o Chronic - a significant part of a lifetime or a lifetime (for humans at least seven

years)
o Intermittent

• Timing
o Is there a critical time during a lifetime when a chemical is most toxic (e.g., fetal

development, childhood, during aging)?

The USEPA risk assessment process is a four step process, as illustrated and overviewed below. 

The objective of Step 1 is to identify the types of adverse health effects that can be caused by 
exposure to some agent in question, and to characterize the quality and weight of evidence 
supporting this identification. Hazard Identification is the process of determining whether exposure 
to a stressor can cause an increase in the incidence of specific adverse health effects (e.g., cancer, 
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birth defects). It is also whether the adverse health effect is likely to occur in humans. A wide variety 
of studies and analysis are used to support a hazard identification analysis, including: toxicokinetics, 
which considers how the body absorbs, distributes, metabolizes, and eliminates specific chemicals, 
and toxicodynamics, which focuses on the effects that chemicals have on the human body. Models 
based on these studies can describe mechanisms by which a chemical may impact human health, 
thus providing insights into the possible effects of a chemical. When assessing a chemical for 
potential carcinogenic behavior, current EPA practice is to focus on analysis of a mode of action. 
Mode of action is as a sequence of key events and processes, starting with interaction of an agent 
with a cell, proceeding through operational and anatomical changes, and resulting in cancer 
formation.  A given agent may work by more than one mode of action, both at different tumor sites 
as well as at the same site. 

The objective of Step 2 is to document the relationship between dose and toxic effect. A dose-
response relationship describes how the likelihood and severity of adverse health effects (the 
responses) are related to the amount and condition of exposure to an agent (the dose provided). 
Although this text refers to the "dose-response” relationship, the same principles generally apply for 
studies where the exposure is to a concentration of the agent (e.g., airborne concentrations applied 
in inhalation exposure studies), and the resulting information is referred to as the "concentration-
response” relationship. The term "exposure-response” relationship may be used to describe either a 
dose-response or a concentration-response, or other specific exposure conditions. 

The objective of Step 3 is to calculate a numerical estimate of exposure or dose. Exposure 
assessment is the process of measuring or estimating the magnitude, frequency, and duration of 
human exposure to an agent in the environment, or estimating future exposures for an agent that 
has not yet been released. An exposure assessment includes some discussion of the size, nature, and 
types of human populations exposed to the agent, as well as discussion of the uncertainties in the 
above information. Exposure can be measured directly, but more commonly is estimated indirectly 
through consideration of measured concentrations in the environment, consideration of models of 
chemical transport and fate in the environment, and estimates of human intake over time. 

The objective of Step 4 is to summarize and integrate information from the proceeding steps of the 
risk assessment to synthesize an overall conclusion about risk. Risk characterization conveys the risk 
assessor's judgment as to the nature and presence or absence of risks, along with information about 
how the risk was assessed, where assumptions and uncertainties still exist, and where policy choices 
will need to be made. Risk characterization takes place in both human health risk assessments and 
ecological risk assessments. Much more detail on the USEPA process can be found in the USEPA 
Science Policy Handbook - Risk Characterization (USEPA, 2000).  

The risk assessment process for other types of hazards should be similar. It is imperative to 
understand who is at risk, from what, where the data are, and what methods of assessment are 
appropriate. Much of the literature cited above as related to estimating individual risk in areas 
around hazardous facilities would need to go through a similar process. This is detailed in such 
guidance as from the chemical process safety industry (e.g., AIChE, 1989; 1999; TNO, 1999).  
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Annex C – Potential Concerns with F-N Curves as ‘Acceptable’ Risk 
Levels  

While the F-N curve is widely used as an indicator of societal risk, it is worth noting that the question 
of whether an F-N curve is an appropriate measure of societal risk is not universally agreed. Evans 
(2003; Evans and Verlander, 1997), for example, observes that in considering use of the F-N curve to 
reflect tolerable (acceptable) risk, the most obvious and tempting type of criterion is a line on the 
FN-graph, where is a system’s F-N curve lies wholly below the criterion line, the system is regarded 
as tolerable, but if any part of the F-N curve crosses the criterion line, the system is regarded as 
intolerable. Thus, the criterion line is sometimes called a ‘societal risk’ criterion. However, Evans 
(2003) states that this is not a helpful label and considers this use ‘seriously flawed’.  F-N curves, he 
notes, are themselves simply a means of presenting descriptive information about fatal accident 
frequencies and fatality distributions. Specifically, his objections include (Evans, 2003; Evans and 
Verlander, 1997): 

(1) “F-N criterion lines were conceived as an analogy to individual risk tolerability criteria. The 
justification for individual risk criteria is essentially equity: it is unfair to impose too high risks on 
particular individuals, whatever the benefits may be. However, there is no corresponding equity 
argument for accidents as distinct from individuals, and therefore the analogy is false. 

(2) Even if limits to the tolerable frequencies of accidents of different sizes were desirable, they 
would need to be based on clear and preferably empirically derived criteria. There are at present 
no such criteria. 

(3) Even if such criteria could be derived, F-N criterion lines are a technically incorrect method of 
implementing them. This is because they do not meet the requirements for consistency in 
decision making under uncertainty. As noted above, F-N curves represent the probability 
distribution of fatalities in accidents, so that judgments about the tolerability of F-N curves are 
judgments about probability distributions. The literature on decision making under uncertainty 
(for example, Lindley 1985) shows that in order to achieve consistency, the form of the criterion 
quantity for such decisions must be the (statistically) expected value of some function, say g(N), 
of the uncertain variable, in this case the number of fatalities N. In other words, the function 
used to judge tolerability must be of the form F(1)Σg(N)p(N). The choice of g(N) is entirely for the 
decision maker. For example, if g(N) were set equal simply to N, the criterion quantity would be 
F(1)ΣNp(N), which is the (statistically) expected number of fatalities per year. Such a criterion 
would be ‘accident size neutral’, because it would make no difference whether a given expected 
number of fatalities per year arose from a high frequency of small accidents or a lower 
frequency of larger accidents. On the other hand, if the decision maker wished to give relatively 
more weight to fatalities in large accidents, g(N) could be set to some function such as Nx, where 
x is a power greater than 1. Some people appear to believe that FN-criterion lines with a slope of 
–x (with logarithmic scales) are simply a graphical means of representing the expected value 
criterion above, and that FN-criterion lines with a slope of –1 represent the ‘accident size 
neutral’ criterion. This belief is incorrect, except in extremely restricted circumstances. 
Nevertheless, this appears to be why many criterion lines were chosen to have a slope of –1. 
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Annex D – Causal Sequence 

When discussing risk and risk mitigation, it should be recognized that some risk mitigation measures 
can themselves contribute some level of risk (e.g., they may have some probability of failure). This is 
generally recognized and addressed through reliability analysis and subsequent solutions to increase 
reliability (robustness and/or resiliency) of the solution. However, it is sometimes worth taking a 
step back and looking at the ‘big picture’ in terms of how small the additional risk might be, in the 
context of the magnitude of risk reduction being provided by the mitigating technology or feature.   

One way to view, and ultimately to address, the potential for some initiating event to result in 
unwanted consequences (hazards), and then to assess the efficacy of the mitigation measure, is to 
view the situation in terms of a causal sequence, which looks at the situation as starting with some 
basic human need and ending in some undesired (and sometimes unintended) consequence(s) 
(Hohenemser et al., 1985).   

 

In brief, there are a variety of basic human needs, such as shelter from the elements, which in turn 
lead to wants or desires.  These wants or desires often result in the application of some technology 
to address the want.  Unfortunately, the choice of technology can result in an outcome that exposes 
someone or something to loss or harm, resulting in some potential for unwanted consequences.  To 
change the potential for unwanted consequences, one can modify the casual sequence by initiating 
one of five alternatives: modify wants, alter technology, block outcomes, block the exposure or block 
the consequence.   
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This can be illustrated by example. A basic human need is protection from the elements.  To address 
this need, humans want shelters that provide protection from things such as rain, snow and cold 
temperatures.  To address this want, they may choose to live in structures that provide protection 
from rain and snow and can be heated to a comfortable temperature.  Furthermore, they may 
choose to build these structures out of wood and straw and to use an open fire as a source of heat.  
Under “normal” circumstances, everything could work fine, and the choice of technologies would 
provide the desired benefits.   

 

However, there could be some event, such as the blocking of a ventilation opening, or too much fuel 
being put on the fire, that could lead to potentially unwanted outcomes.  These outcomes, such as 
the presence of smoke, CO or excessive temperatures in the structure could then lead to exposures 
to people and property, and ultimately result in unwanted consequences.  Such a sequence can be 
illustrated diagrammatically as shown below. 

 

By applying an assessment methodology such as the casual sequence, one is able to visualize events, 
outcomes, exposures and consequences in a systematic manner.  The application can be as simple or 
as complex as needed, with the addition of multiple events, outcomes, exposures and consequences 
and the addition of feedback loops providing further detail.   

Furthermore, the approach is compatible with various other hazard and risk assessment techniques 
that may be more focused on specific parts of an overall assessment problem. This is illustrated 
below.  

 

9999



UHS – Risk Quantification  Discussion Paper 

10 March 2016  56 Meacham 

 

As can be seen in the above diagram, there are numerous methods and approaches available for 
hazard assessment.  Although some methods are applicable to a variety of problems, many of the 
methods are intimately associated with specific characteristics of the hazard, the type of risk 
problem, the current state of knowledge and the available technology.   

For example, most health hazard and risk assessments (toxicological, physiological, cancer, disease) 
rely heavily on epidemiological studies and dose-response relationships and models.  In these cases, 
a causal relationship is often sought between exposure to a substance and unwanted outcomes 
(e.g., exposure to asbestos and the causation of cancer).   

For technological hazard and risk assessments, the focal point is typically the relationship between 
initiating events and outcomes (through to consequences). For these analyses, methods such as 
failure mode and effects analyses, fault tree analyses and event tree analyses are often used (e.g., 
see; Rasmussen, 1982; AIChE, 1985).   

In lieu of, in addition to, or in support of these approaches, the use of checklists, review of loss 
history, consideration of loss statistics, and modeling of physical processes are often used as well.  
Economic risk assessments are often based on variations of expected utility theory and game theory.  
In some cases, such as environmental hazard and risk assessment, all of the above tools and 
approaches may be used. 
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